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Post-Quantum Cryptography trends and perspectives

Abstract: This paper devoted to overview impact of quantum computing to modern cryptography and to
analyze possible trends of cryptography development in the next years. Quantum computing became
more popular these days and performance obtained using quantum computers promises to be extremely
high. This trend causes to the security risks of current cryptographic algorithms usage without sufficient
feasibility and analysis. It means that extremely high performance of quantum computers will be able to
break some of existing cryptographic algorithm and produce the risk in security at all. To avoid such
situation many cryptography specialists within whole world start research in the direction of so-called
Post-quantum Cryptographic algorithms. Currently there are several projects performing research in this
direction. Actuality of this topic is confirmed by many scientific papers in this direction. So, this paper
contains overview of cryptography trends considering quantum computing coming in the nearest future.

Keywords: cryptography, postquantum, quantum computers, cybersecurity.
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Abbreviations:

AES — Advanced Encryption Standard,

ECC - Elliptic Curve Cryptography,

DES — Data Encryption Standard,

KEM — key encapsulation mechanism,

LWE — learning-with-errors,

NIST — National Institute of Standards and Technology,

SIS — short integer solution.

Introduction

Cryptography is the science of mathematical methods for ensuring the confidentiality,
integrity and authenticity of information. In recent decades, the scope of cryptography has
expanded to include not only secret data transmission, but also methods for verifying message
integrity, sender identification, authentication, digital signatures, interactive confirmations, and
secure communication technologies. Widespread use of computer networks, in particular, the
global Internet, development of electronic banking technologies, increases the amount of
restricted information transferring of state, military, commercial and private data. This leads to
development of new directions in cryptography, including public key distribution systems and
electronic key distribution systems and electronic digital signature systems. Today it is difficult
to find an information or telecommunication system, which would not use the mechanisms of
cryptographic information security mechanisms. Today we are at the new step in cryptography
development which is related with invention of quantum computers. Due to quantum
computers performance cryptographic algorithms need to be improved or the new algorithms
developed. The direction of cryptographic algorithms development that shall be reliable in the
era of quantum computers is called post-quantum cryptography.




Cryptography history overview

Cryptography, as the science of protecting information from unauthorized access, has a
long history. The beginnings of cryptography can be traced back to ancient civilizations that
used various encryption methods to preserve significant data and communication
confidentiality. However, an expanded description of cryptography as a modern science with
mathematical and computer foundations began to develop in the 20" century with the advent
of electronic devices and computers that required more sophisticated encryption methods to
ensure data security. Thus, cryptography has become a key branch in cybersecurity and
information security.

In ancient times, cryptography was already used to protect significant information and
ensure the confidentiality of communications. One of the most famous examples is Caesat’s
cipher, where each letter of a text was replaced by another letter at a certain offset in the
alphabet. Ancient cryptography methods also include the more complex Atbash cipher, which
used the replacement of letters of the alphabet with their “reverse” letters, and other methods
of replacing characters. Ancient civilizations such as Egypt, Greece, and Rome also played a
significant role in the development of cryptography, using ciphers for communication and
military purposes.

In the 20" century significant development in cryptography happened due to the emergence
of new technologies and mathematical methods that have significantly increased the complexity
of information security. During World War I, cryptography became a significant tool for military
area, e.g., the German Enigma cipher was considered extremely difficult to decipher, but was
cracked by British and Polish cryptanalysts, which significantly influenced the course of the war.
In the 1970s and 1980s, the mathematical foundations of modern cryptography were developed,
such as asymmetric ciphers and protocols based on complex mathematical problems such as
the factorization of large numbers and the discrete logarithm. With the development of
computers, new opportunities have occurred for the development and use of cryptographic
algorithms. Computer cryptography has become a significant field, providing security for
electronic communications and transactions (Magsood et al., 2017; Rathidevi et al., 2017).

Starting from 1970s and 1980s, the first standards for cryptographic algorithms were
created, such as DES. Later, other standards such as AES appeared, which are widely used
around the world till these days.

At the beginning of the 21* century, the active study of quantum cryptography was started,
which is based on the principles of quantum mechanics. This branch of cryptography has the

potential to ensure absolute security of communications (Berustein et al., 2009).

Quantum computing principles
Quantum computers began to appear on the horizon of science and technology in the
second half of the 20™ century, when scientists began to explore the possibilities of using the
principles of quantum mechanics for computing. One of the key moments was the publication
of the Shor’s factorization algorithm by Peter Shor in 1994, which demonstrated the potential

of quantum computers in solving complex problems such as factorizing large numbers.




Since then, significant advances have been made in the development of hardware for
quantum computing, such as qubits, quantum gates, and quantum computing devices. In
addition, a variety of quantum algorithms have been created that can be used to solve a variety
of problems, including cryptography, optimization, simulation of quantum systems, and many
others (Bernstein & Lange, 2017; Magsood et al., 2017).

Today, quantum computers remain at the early stages of development and their capabilities
and limitations are still being studied. Nevertheless, they have the potential to become a
promising technology for solving complex computing problems that currently require a large
number of resources of traditional computers.

The principle of a quantum computer is based on the peculiarities of processing and storing
information using qubits, the basic quantum analogues of classical bits. Qubits represent the
states of a quantum system, which can be in a vertical or horizontal position, corresponding to
the “0” or “1” values of classical bits. However, qubits can also be in a superposition of states,
which allows them to store and process information faster and more efficiently than classical
bits.

There are some other often used terms in quantum commuting: Quantum gates, Quantum
algorithms and Quantum assembly. Quantum gates are similar to classical logic gates and perform
operations on qubits such as rotation, superposition storage, state mixing, etc. These gates allow
a quantum computer to perform computations and logical operations. Quantum assembly allows
you to read information stored in qubits and convert this information into a classical output
that can be interpreted by humans or other classical computers. Quantum computers use special
Quantum algorithms that exploit the unique properties of quantum mechanics to solve complex
computational problems such as significant for cryptography factorization of large numbers.

Quantum computing is based on the next three principles: superposition, entanglement and
decoherence. Superposition, like in other scientific fields, means that adding two or more
quantum states produces another valid quantum state. Quantum entanglement is phenomena
when quantum state of two or more objects are described in relation to each other, even if the
individual objects are separated in space. Finally, quantum decoherence is the loss of the
quantum state in a qubit.

In general, the operation of a quantum computer is based on the use of quantum principles
and algorithms to perform computations and process information, which can be much faster
and more efficient (Paguin et al., 2020).

Impact of quantum computers to cryptographic algorithms

The impact of quantum computers on modern cryptography is a significant topic of
discussion in information security. The main aspect of this impact includes breaking of existing
cryptographic algorithms.

Some modern cryptographic algorithms, such as RSA and ECC, are based on complex
mathematical problems, such as factorizing large numbers or calculating the discrete logarithm.
Quantum computers can use algorithms that effectively break these mathematical problems,
which leads to lose of security of such cryptographic systems. However, the development of
quantum cryptography, which is based on the principles of quantum mechanics, may provide

new methods of protecting information from quantum attacks, e.g., quantum cryptography can




use the principles of quantum key exchange to ensure absolute confidentiality of data
transmission.

The introduction of quantum computers may cause to potential challenges to existing
information security systems, as cryptographic algorithms previously considered secure may be
vulnerable to quantum attacks. This may require a review and update of cryptographic protocols
and algorithms to ensure resilience to quantum computing.

The purpose of post-quantum cryptography is to develop cryptographic methods and
protocols that remain resistant to attacks that can be carried out using quantum computers.
Since quantum computers can break some modern cryptographic algorithms, such as RSA and
ECC, by using algorithms that effectively solve the complex mathematical problems on which
these algorithms are based, post-quantum cryptography creates new methods of protecting
information.

Post-quantum cryptography uses the principles of quantum mechanics to solve complex
mathematical problems that form the basis of cryptographic algorithms. Post-quantum
cryptography involves the development of new cryptographic protocols and algorithms that
remain resistant to attacks by quantum computers. These algorithms can be based on other
mathematical problems that are considered difficult for quantum computers or on quantum
principles such as quantum key exchange. It is significant to note that some of existing
cryptographic protocols can be adapted to protect against attacks by quantum computers by
using longer keys or other security measures.

Considering this, the impact of quantum computers on modern cryptography creates not
only both potential threats and also open new opportunities for the development of new
methods of information protection. It is significant to continue researching these aspects and

developing strategies to adapt to the new challenges.

Post-quantum projects overview

There are many projects in post-quantum cryptography that aim to develop and apply new
methods of protecting information in the face of threats from quantum computers. Some of
the most famous projects are mentioned and supported by NIST Post-Quantum Cryptography
page. A project of the NIST aimed at creating post-quantum cryptography standards to protect
information from quantum attacks. This project evaluates various candidates for post-quantum
cryptography standards and develops recommendations for their use (Moody et al., 2016).

The most famous Post-Quantum Cryptography algorithms are: CRYSTALS-Dilithium,
CRYSTALS-Kyber, Falcon. The information below is mostly taken from the official sites of
these algorithms and contains some detailed explanation of these algorithms.

CRYSTALS-Dilithium is a digital signature scheme that is strongly secure under chosen
message attacks based on the hardness of lattice problems over module lattices (Cryprographic
Suite ..., 2018). The security notion means that an adversary having access to a signing oracle
cannot produce a signature of a message whose signature he has not yet seen, nor produce a
different signature of a message that he already saw signed. Dilithium is one of the candidate
algorithms submitted to the NIST Post-quantum cryptography project. The design of Dilithium
is based on the “Fiat-Shamir with Aborts” technique of Lyubashevsky which uses rejection

sampling to make lattice-based Fiat-Shamir schemes compact and secure. The scheme with the
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smallest signature sizes using this approach is the one of Ducas, Durmus, Lepoint, and

Lyubashevsky which is based on the NTRU assumption and crucially uses Gaussian sampling

for creating signatures. Because Gaussian sampling is hard to implement securely and efficiently,

we opted to only use the uniform distribution. Dilithium improves on the most efficient scheme
that only uses the uniform distribution, due to Bai and Galbraith, by using a new technique that
shrinks the public key by more than a factor of 2. To the best of our knowledge, Dilithium has
the smallest public key + signature size of any lattice-based signature scheme that only uses

uniform sampling. Performance overview is shown in the table of the Appendix (Tuble 7).
CRYSTALS-Kyberis an IND-CCA2-secure KEM, whose security is based on the hardness

of solving the LWE problem over module lattices. Kyber is one of the finalists in the NIST

Post-quantum cryptography project as well. The submission lists three different parameter sets

aiming at different security levels. Specifically, Kyber-512 aims at security roughly equivalent to

AES-128, Kyber-768 aims at security roughly equivalent to AES-192, and Kyber-1024 aims at

security roughly equivalent to AES-256. The design of Kyber has its roots in the seminal LWE-

based encryption scheme of Regev. Since Regev’s original work, the practical efficiency of LWE
encryption schemes has been improved by observing that the secret in LWE can come from
the same distribution as the noise and also noticing that “LWZE-like” schemes can be built by
using a square (rather than a rectangular) matrix as the public key. Another improvement was
applying an idea originally used in the NTRU cryptosystem to define the Ring-LWE and

Module-LWE problems that used polynomial rings rather than integers. The CCA-secure KEM

Kyber is built on top of a CPA-secure cryptosystem that is based on the hardness of Module-

LWE.

Faleon is a cryptographic signature algorithm submitted to NIST Post-quantum
Cryptography Project on November 30", 2017 (Fast-Fourier ..., 2017). Falcon is based on the
theoretical framework of Gentry, Peikert and Vaikuntanathan for lattice-based signature
schemes. It instantiates that framework over NTRU lattices, with a trapdoor sampler called “fast
Fourier sampling”. The underlying hard problem is the SIS problem over NTRU lattices, for
which no efficient solving algorithm is currently known in the general case, even with the help
of quantum computers. Falcon offers the following features:

e  Seccurity: a true Gaussian sampler is used internally, which guarantees negligible leakage of
information on the secret key up to a practically infinite number of signatures (more than
264).

e  Compactness: thanks to the use of NTRU lattices, signatures are substantially shorter than
in any lattice-based signature scheme with the same security guarantees, while the public
keys are around the same size.

e  Speed: use of fast Fourier sampling allows for very fast implementations, in the thousands
of signatures per second on a common computer; verification is five to ten times faster.

e  Scalability: operations have cost O (n log n) for degree n, allowing the use of very long-
term security parameters at moderate cost.

e RAM Economy: the enhanced key generation algorithm of Falcon uses less than 30
kilobytes of RAM, a hundredfold improvement over previous design such as NTRUSign.

Falcon is compatible with small, memory-constrained embedded devices.
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Performance of Falcon algorithm is shown in the table of the Appendix (Table 2).

Conclusion

Impact of quantum computers on modern cryptography creates not only both potential
threats and also opens new opportunities for the development of new methods of information
protection. It is significant to continue researching these aspects and developing strategies to
adapt to the new challenges. Quantum computers can use algorithms that effectively break
famous cryptographic algorithms like RSA and ECC, which leads to lose of security of such
cryptographic systems. From another side, development of quantum cryptography, provides
new methods of protecting information from quantum attacks, e.g., post-quantum cryptography
can ensure absolute confidentiality of data transmission.

There are many projects in post-quantum cryptography that aim to develop and apply new
methods of protecting information in the face of threats from quantum computers. The most
famous projects are supported by National Institute of Standards and Technology and described
on their web page.

Actuality of post-quantum cryptography is confirmed by many scientific papers related to
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Appendix

Table 1. Performance Overview of CRYSTALS-Dilithium algorithm

Dilithium?2
Sizes (in bytes) Skylake cycles (ref) Skylake cycles (avx2)
gen: 300751 | gen: 124031
pk: 1312 | sign: 1355434 | sign: 333013
sig: 2420 | verify: 327362 | verify: 118412
Dilithium3
Sizes (in bytes) Skylake cycles (ref) Skylake cycles (avx2)
sk: gen: 544232 | gen: 256403
pk: 1952 | sign: 2348703 | sign: 529106
sig: 3293 | verify: 522267 | verify: 179424
Dilithium5
Sizes (in bytes) Skylake cycles (ref) Skylake cycles (avx2)
sk: gen: 819475 | gen: 298050
pk: 2592 | sign: 2856803 | sign: 642192
sig: 4595 | verify: 871609 | verify: 279936
(Source: Cryptographic Suite ..., 2018)
Table 2. Performance Overview of Falcon algorithm
variant keygen keygen sign/s verify/s pub size sig size
(ms) (RAM)
Falcon-
512 8.64 14336 5948.1 27933.0 897 666
Falcon-
1024 27.45 28672 2913.0 13650.0 1793 1280

(Source: Fast-Fourser ..., 2017)
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Neuro-mathematical fusion for shot change detection in video sequences

Abstract: Shot change detection in visual media plays a pivotal role in various domains, including cinema,
surveillance, and digital content organization. Traditional rule-based algorithms have shown limitations
in handling the complexities of modern video content, prompting the exploration of computational
intelligence approaches. This article presents a deep investigation of shot change detection, covering
from traditional mathematical techniques to neural network methodologies. Through a series of
experiments, we investigate the efficacy of a mathematical approach based on histograms and
subsequently demonstrate the potential of integrating Long Short-Term Memory (LSTM) networks. Our
findings reveal that combining mathematical precision with neural networks enhances shot change
detection accuracy and efficiency, paving the way for practical real-time applications in domain of video
processing and analysis. These improvements underscore the importance of adaptability and innovation
in addressing the evolving challenges of visual media processing while emphasizing the importance of
ethical considerations in algorithmic decision-making processes. Overall, this article invites researchers
to explore the intersection of mathematical rigor and neural networks in the realm of shot change
detection, offering insights into future directions and opportunities in visual perception.

Keywords: shot change detection, neural networks, Long Short-Term Memory (LSTM), video content
analysis, shot change detection.
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Introduction

In the vast landscape of visual media, the ability to determine subtle transitions between
scenes is crucial for content-based analysis. Whether it is in the realms of cinema, surveillance,
or digital content organization, the accurate detection of shot changes within video sequences
holds significant importance. Shot change detection serves as the fundamental building block
for various downstream tasks, including video summarization, content-based retrieval, and
scene analysis.

Traditionally, shot change detection relied on rule-based algorithms, often incorporating
simple mathematical techniques such as frame differencing or histogram analysis (L et al,
2070). While effective in some scenarios, these methods often falter in the face of complex
visual dynamics, such as rapid camera motion, lighting variations, or intricate scene
compositions.

This article explores the intersection of mathematics and neural networks within the field
of shot change detection. It undertakes research that follows the historical progression of shot
change detection methodologies, from traditional mathematical models to the forefront of
contemporary research, which is characterized by advanced neural network techniques (Soucek
& Lokol, 2020). Throughout this exploration, we dissect the complexities of mathematical
algorithms and scrutinize the architectural sophistication of neural networks, enhancing their
individual capabilities and constraints.

Moreover, we dive into the inherent limitations and challenges in the domain, navigating

through the complexities of lighting fluctuations, camera motions, and scene complexities
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(Abdulbussain et al, 2018). Nevertheless, within these challenges, we discern promising trends and

prospective routes.

Problem statement

Within the domain of visual media processing, the precise identification of shot changes
within video sequences presents a notable challenge, carrying implications across numerous
industries and applications. Conventional rule-based algorithms, grounded in elementary
mathematical methodologies, frequently encounter difficulties in handling the complex
characteristic of contemporary video content, including swift scene transitions, dynamic camera
motions, and elaborate scene arrangements. While these traditional techniques may prove
beneficial in specific contexts, their inherent limitations in adaptability and robustness often
restrain their effectiveness in practical, real-world scenarios.

Moreover, with the escalating volume and diversity of video data across digital platforms,
there is a growing demand for more advanced and scalable shot change detection solutions. In
this context, development of neural network-based approaches signifies a new phase in
computational intelligence, offering improved accuracy, flexibility, and generalization
capabilities. However, the combination of mathematical and neural methodologies introduces
its own array of challenges, encompassing algorithmic complexity, data accessibility, and
computational resource demands.

Hence, the current challenge lies in the pursuit of ideal shot change detection methods that
effectively combine mathematical precision with neural innovation. Solving this challenge
requires a diverse strategy, including creation innovative algorithmic frameworks, investigation
varied feature representations, and detailed examination of performance across diverse datasets
and scenarios.

To summarize, the problem statement underscores the urgent necessity to push forward
the frontier of shot change detection by harmonizing mathematical and neural methodologies.
Addressing this challenge directly enables researchers to unlock novel routes in visual content
analysis, enhancing applications spanning from video summarization and content retrieval to

surveillance and beyond.

Proposed approach

To expedite and refine the detection of shot boundaries in videos, we propose employing
mathematical algorithms to gather crucial information from each frame and utilize it for
boundary detection (Joyce & Liu, 2006). This algorithm involves segmenting frames into blocks
and generating visual representations in different color spaces, followed by histogram
computation.

Let L denote the count of frames, B; denote the /~th block in the frame, and C represent
the number of blocks created during the splitting process, each block maintaining the same
shape (Figure 1) (Park et al., 2016).

Subsequently, representations are generated for each block B; in different color spaces.
After experimentation, we determined that the optimal color spaces were grayscale and HSV

(Hue, Saturation, Value). Notably, we found that utilizing only saturation and value from the




gray saturation value
B~ 7, B; B;

HSV spectrum sufficed. These representations are denoted as and

respectively (Zedan et al, 2016).

Histograms are then computed for each block in each data representation, denoted as
HY™ H? aturation ,ndq HY*€ Each histogram compresses data counts into the range [0; Cp]
to manage data compression (Mas & Fernandez, 2006).

gray
B i

Additionally, for each , we calculate edges using the Sobel-Feldman operator,

resulting in BF°P¢!, followed by histogram computation denoted as HF°P® (Figure 2) (Huan e
al., 2008).

The distance between histograms is calculated as:

where a and b represent histograms.

Subsequently, distances between histograms are combined into a single list:
— gray grgray saturation pysaturation value pyvalue
di = d(H; ™, Hi, ") Vd(H; yHivy ) Ud(H™™, Hiyy
sobel pysobel
Nd(H;°", Hiyy
Thus, the difference between the same blocks in two frames can be calculated as:
Jj=4Cp

1
D; = ac, z (dij)
j=1

yielding a single value denoting the distance (Mohanta et al., 2012).

Next, distances between frames are computed:

c

frame __
D; = U (D)
j=1
Distances between neighbouring frames can be calculated as:
L
D = u(D frame
i=1( t )

Anomaly detection techniques are applied to the histograms to identify deviations from the

expected distributions. Let D represent the mean value of D and @ represent the standard

deviation of D. This enables the identification of blocks between frames that deviate from the
distribution:

pmar _

{1DU > 5"‘0’
ij

0: Di j < 5 + o
Subsequently, deviations for all differences between frames based on deviated blocks are

determined as:

c
A = Dll Z(Dl']) > Dmap 4 gMmar «
j=1
where D™AP and 6™ represent the mean value and standard deviation for distribution D™

respectively, and k is a coefficient determining anomaly detection threshold sensitivity.




This approach amalgamates block-based analysis, multi-view representation in different
color spaces, histogram calculation, and anomaly detection to detect shot changes in video
sequences.

To enhance the anomaly detection process, LLong Short-Term Memory (LSTM) networks
can be utilized (Lzndemann et al., 2027). LSTM networks, a type of recurrent neural network
(RNN), are adept at modeling sequential data and capturing long-term dependencies. In the
context of shot change detection, LSTM networks can effectively analyze the temporal
evolution of histogram features across consecutive blocks in the video sequence.

To train the neural network based on LSTM, we utilize D as input data where D; represents
timestamps and the number of features equals C. This allows us to replace the anomaly detection
algorithm based on mean values and standard deviation with a neural network.

In conclusion, our proposed method for detecting shot boundaries in videos employs a
comprehensive approach, leveraging mathematical algorithms and anomaly detection
techniques. By segmenting frames into blocks and generating visual representations in grayscale,
HSV, and Sobel-Feldman spaces, we enhance the accuracy of shot detection. Furthermore, our
approach integrates histogram computation and anomaly detection to identify deviations
between frames, thus effectively capturing shot changes. Moreover, by incorporating Long
Short-Term Memory (LSTM) networks, we enhance the temporal analysis of sequential data,
enabling more efficient shot change detection. This mix of techniques presents a robust
framework for accurate and efficient shot boundary detection in video sequences, with potential

applications in various domains.

Experiment 1

For our initial experiment, we utilized the SHOT dataset comprising 853 short videos,
totaling 960,794 frames and containing 6,111 shots (Zhu et al., 2023). This dataset was selected
due to its diverse range of videos and inclusion of challenging shot boundaries, including gradual
transitions (Figure 3).

Algorithm 1. Compare results for the mathematical approach with TransNet V2,
AutoShot@F1, AutoShot@Precision.

Input:

SHOT dataset.
Output:
Precision and F1 score.

Prosedure:

Step 1. Load dataset.

Step 2. For each video calculate prepare frames by splitting to blocks, converting to color
spaces, calculating edges with Sibel-Feldman operator and calculating histograms.

Step 3. Calculate differences between neighboring frames.

Step 4. Determine deviating blocks and identify deviating transitions for each video.

Step 5. Calculate precision and F1 score.

During the experiment, we varied the number of blocks, color spaces, histogram sizes, and
threshold coefficients, eventually settling on 64 blocks. These blocks were positioned as a grid

to gather frame information without overlap.
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We explored different combinations of color spaces, finding that the gray color space could
effectively replace the RGB color space. Additionally, HSV proved valuable for detecting
anomalies, although the Hue channel contained redundant information similar to the gray color
space and was subsequently discarded.

Based on our experiments, we opted to reduce the histogram size to 64 bins, as the default
size of 256 values yielded excessive information potentially lost during I.2 distance calculation.

However, our findings indicated that the proposed mathematical approach using
histograms for scene detection was ineffective and unreliable (Table 7). This experiment serves
as an initial step towards developing more sophisticated shot change detection algorithms and
applications in the realm of video processing and analysis.

Thus, our initial experiments on shot boundary detection utilizing the SHOT dataset and a
mathematical approach yielded valuable insights into the complexities of scene transitions in
videos. Despite our thorough exploration of various parameters such as block sizes, color
spaces, and histogram sizes, our findings revealed limitations in the efficacy of the proposed
method. While we successfully identified optimal configurations for certain elements like block
size and color space selection, our approach utilizing histograms for scene detection proved
inadequate compared to existing methods such as TransNet V2 and AutoShot@F1. These
results underscore the need for further research and refinement in shot change detection
algorithms, pointing towards the direction of leveraging more advanced techniques for

improved accuracy and reliability in video processing and analysis.

Experiment 2

Building upon the initial experiment, we conducted a second experiment to assess the
effectiveness of integrating L.ong Short-Term Memory (LSTM) networks for anomaly detection
in scene change detection. This experiment aimed to showcase how LSTM-based anomaly
detection enhances the accuracy and robustness of shot change detection compared to the solely
mathematical histogram-based approach. The same algorithm was employed, but step 4 was
replaced with training an LSTM-based neural network.

To train the neural network, we processed all videos using the algorithm from the first
experiment, resulting in sequences with a size of (frame count, 64). Subsequently, we prepared
short sequences with a length of 32 frames that ended with or without a scene change. To
improve robustness against false positives, we included samples where the scene changes closely
resembled model output (Figure 4)

We opted to minimize the size of the neural network to expedite the process and reduce
overfitting. Consequently, our model consisted of one LSTM layer with 4 units, followed by a
dense layer with 64 units and an output layer (Figure 5).

As a result, combination of mathematical approach with neural networks allowed us to
achieve 88.9% precision and 88.8% F1 score accuracy (Table 2) which was 4.7% better then
AutoShot@F1. We achieved comparable results with TransNetV2 and AutoShot architectures,
but this approach also offers advantages in compact size and low computational requirements.
The neural network we developed utilized around 1000 FLOPs per timestamp, making it

suitable for real-time recognition.




Conclusions

The paper explores he dynamic landscape of shot change detection, traversing the realms
of traditional mathematical approaches and cutting-edge neural network methodologies.
Through a series of experiments and analyses, we have delved into the intricacies of scene
change detection, highlighting the challenges, advancements, and potential future directions in
this critical domain of visual media processing.

The initial experiment underscored the limitations of relying solely on mathematical
techniques, particularly histogram-based approaches, for accurate and robust shot change
detection. While foundational, these methods proved insufficient in handling the complexities
inherent in modern video content, necessitating the exploration of more sophisticated solutions.

Building upon this groundwork, the second experiment showcased the transformative
potential of integrating Long Short-Term Memory (LSTM) networks with mathematical
algorithms. By leveraging the temporal dependencies in video sequences, LSTM-based anomaly
detection achieved state-of-art accuracy and efficiency of shot change detection, exceeding
AutoShot F1 score by 4.7% while offering advantages in model size and computational
requirements.

With a streamlined architecture comprising one LSTM layer with four units, a dense layer
with 64 units, and an output layer, our model demonstrated remarkable efficiency, requiring
only around 1000 FLOPs per timestamp. This compact design not only facilitates real-time
recognition but also reduces the computational burden, making it suitable for resource-
constrained environments.

Our findings underscore the importance of combining mathematical rigor with the
adaptability of neural networks, signaling a promising future for the field of shot change
detection. As we continue to push the boundaries of research in this domain, the fusion of
traditional methodologies with cutting-edge technologies promises to unlock new avenues for

advancements in visual media processing and analysis.
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Figure 1. Example of splitting frame to blocks

Saturation

Figure 2. Visualization of different color spectrums and edges
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Figure 3. Example of SHOT dataset transitions
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Figure 4. Heatmaps that accumulated train values for true and false labels respectively
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Table 1. Comparison of mathematical approach with state-of-art models

Method TransNetV2 | AutoShot@F1 | AutoShot@ | Mathimatical
Precision approach
F1 0.799 0.841 0.826 0.473
Prec. 0.904 0.923 0.939 0.448

Table 2. Comparison between the mathematical approach and the mathematical approach enhanced with

neural networks against state-of-the-art models

Figure 5. LSTM-base neural network architecture for shot boundary detection

Method TransNetV2 | AutoShot@F1 | AutoShot@ | Mathimatical | Mathimatical
Precision approach with NN
approach
F1 0.799 0.841 0.826 0.473 0.888
Prec. 0.904 0.923 0.939 0.448 0.889
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Quantum technologies in optical measurements

Abstract: The importance of light measurements from the point of view of ensuring accuracy and saving
energy is considered. The study object is the quantum approach in the reproduction of optical units of
measurement. The study subject is modern methodology in theoretical metrology, based on the concept
of the New SI (2019). The purpose of the study is to analyze the current state of light measurements
from the view point of ensuring accuracy and their energy efficiency. The analysis of quantum
technologies of reproduction of optical units — candela, lumen is performed. The standards of Ukraine
of candela and lumen, which were developed at the National Scientific Center “Institute of Metrology”,
Kharkiv, are analyzed. Practical aspects of realization of quantum effects on the example of modern
light-emitting diodes which principle of action is based on quantum points are defined. Examples of the
practical implementation of quantum photonics in the perspective of the next decade are identified. The
opinion is expressed that the development of quantum technologies and practical achievements in the
counting of individual photons bring us closer to the creation of devices of a new generation and to new
achievements in precision and practical photometry.

Keywords: photoelectric effect, candela, lumen, photodetector, trap detector, standard of Ukraine, LED.

P

Introduction

The importance of light measurements is determined by the role played by vision in human
life: about 80% of information about the world is one of the senses — sight.

The history of standards for light measurements begins in the 19" century, when the candle
flame was used as a unit of light power. Over time, the technique of reproducing light quantities
improved. The light intensity of all “flaming” standards largely depended on the purity of the
fuel, the accuracy of maintaining the combustion regime, atmospheric pressure, air humidity,
the percentage of carbon dioxide in it and a number of other factors. Taking into account all
these conditions made it very difficult to assess the accuracy of the reproduction of the received
light values.

In 1948, at the General Conference on Weights and Measures, a new name for the unit of
light power was adopted — the candela. After a long discussion, in 1979, at the 16™ General
Conference on Weights and Measures, the following definition of the candela was adopted and
is still valid: “The candela is equal to the power of light in a given direction of a source that
emits monochromatic radiation with a frequency of 540 + 1012 Hz, the energy power of which
light in this direction is 1/683 W /st”.

The new definition of the candela opened the way to the development of new methods of
its reproduction using not only a reference emitter (blackbody), but also a reference receiver.
Today, two types of reference receivers are used: a cryogenic radiometer and a photoreceiver.
The best metrological characteristics are provided by a cryogenic radiometer, but the use of new
types of photodetectors in photodetectors — trap detectors with one hundred percent quantum

efficiency — made them competitive in the creation of reference equipment.
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The study object is the quantum approach in the reproduction of optical units of
measurement.

The study subject is modern methodology in theoretical metrology, based on the concept
of the New SI (2019).

The purpose of the study is to analyze the current state of light measurements from the
point of view of ensuring accuracy and their energy efficiency.

Based on the purpose of the study, the following tasks were solved:

— analysis of the current state of optical quantum technologies, the principle of operation of

which is based on the photo effect for the reproduction of optical blocks;

— research on the use of a precision radiometer based on a receiver to measure the power of
light radiation from the point of view of accuracy;

— study of the metrological characteristics of the cryogenic radiometer during the practical
implementation of the Ukrainian state standard of the unit of luminous intensity (candela);

— analysis of the accuracy of reproduction of a light flux unit (lumen) using the goniometric
method and the ionizing sphere method;

— determination of ways of applied implementation of quantum effects in precision
photometry, taking into account practical achievements in control and calculation of
individual photons.

To achieve the set goal and solve research tasks, methods of such sciences as quantum
physics, radiometry, photometry were used.

The research used the works and scientific sources of leading world scientists such as Barry
N. Taylor, Christopher Chunnilall, Joanne C. Zwinkels, Shibu Saha, Ivano Ruo-Berchera,
Giorgio Brida, Marco Genovese, Xiaobo Xue, Xiang Peng and Ukrainian scientists L.
Nazarenko, P. Neyezhmakov, T. Timofeev, L. Grishchenko, M. Guriev, O. Kupko, V.
Tereshchenko.

An analysis by the International Energy Agency showed that lighting costs 19% of the total
energy budget. Therefore, it is important to create lighting technologies that provide not only
high-quality lighting, but also energy conservation. Recently, the intensive development of light
technology is noticeable not only in lighting, but also in medicine, biology, microelectronics,
agriculture. Revolutionary advances in microelectronics have given impetus to new light sources
— LEDs, which can be called light sources of the 21* century. Solar panels, photometric
converters of solar energy are used not only in space, but also in everyday life. In this regard, in
many countries’ special programs for energy conservation and ecology in the field of lighting
are formed and implemented, which cannot be implemented without metrological support,
which would meet the challenges of the time (Pavlenko et al., 2017).

The results of the study

1. Quantum technologies and reproduction of optical units

The main quantum effect on which optical quantum technologies are based is the
photoelectric effect.

The following three laws of external photoeffect are experimentally established:
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(1) the maximum initial velocity of photoelectrons is determined by the frequency of light and
does not depend on its intensity;

(2) for each substance there is a “red border” of the photoeffect, to wit the lowest frequency
of light Vg, at which the photoeffect is still possible;

(3) the number of photoelectrons emitted from the cathode per unit time (saturation
photocurrent) is directly proportional to the light intensity.

In addition, the practical inertia of the photo effect is established: it occurs instantly when
lluminating the surface of the body, provided that the frequency of light v = vy, i.e., the effect
exists.

First and second laws of the photoelectric effect contradict the electromagnetic theory, the
propagation of light in space must occur in the form of separate portions of energy — photons.
This interpretation of the nature of light allowed a new explanation of the laws of the external
photoeffect, in particular, that the kinetic energy of the photoeffect depends on the frequency
of light v and the output A0, and not on light intensity (the first law).

In addition, it turns out that the external photo effect is possible only at hv > 4,. From
this formula, the lowest frequency of light at which a photoeffect is possible (red border) is
calculated (the second law).

It is also substantiated that the number of photoelectrons that fly out of the metal every
second is proportional to the intensity of light (third law).

On the basis of this effect the reference means of measuring equipment, and also the whole
class of measuring photoelectric converters (sensors) are created. These include photoresistors,
photodiodes, phototransistors, photothyristors. On the basis of these elements, a number of
devices have been created, in particular, meters of optical quantities — photometer receivers.

The basic unit of SI in optical measurements (radiometry and photometry) is the candela,
and the main method of its reproduction is the use of the photoelectric effect, which is realized
with the help of a receiver — a photometer.

The photometer receiver uses photodiodes that convert light radiation into photocurrent.
The circuit of the photodetector (photometer) is shown in Appendix (Figure 1), its essential
components ate a precision diaphragm, a filter adjusted for v(X) function, and a photodetector.
Consider the principle of measuring the intensity of light using a photodetector (Saba et al., 2020,
Zwinkels et al., 2010; Nazarenko, 2000).

We pay attention to the correcting filter, the frequency response of which corresponds to

the characteristics of the human eye (Zwinkels et al., 2010), shown at Appendix (Figure 2).

2. Light flow standards based on the receiver

Using a new definition of the candela (Taylor & Thompson, 2008, Xiaobo et al., 2014), in the
UK it was possible to create a standard based on the receiver, which provided an error of
reproduction of the candela at 0.1%. A precision radiometer (optical radiation power meter)
with electrical replacement was used as a receiver. Of the existing radiometers of this type,
cryogenic radiometers have the highest accuracy. The cryogenic radiometer is a unique device
that provides accurate measurements of radiation power in a wide spectral range, which covers

the ultraviolet, visible and infrared regions of the spectrum (Fox, 7997).




The cryogenic radiometer is now considered to be the most accurate means of reproducing
radiometric scales, it heads the traceability chain and forms the absolute radiometric basis.
Cryogenic radiometers, which are used to sell the candela, make it possible to reduce the
expanded uncertainty to (0.2-0.4)%. But, despite the positive qualities, the cryogenic radiometer
is an expensive and quite complex device to manufacture and operate. Therefore, in recent years,
alternative methods and means of reproduction of candelas have been developed, and the
highest precision devices — cryogenic radiometers — are mainly used as unique devices that
provide several areas of optical and physical measurements.

An important metrological characteristic of the photodetector is quantum efficiency — the
ratio of the number of photons, the absorption of which caused the formation of quasiparticles
(electrons), to the total number of absorbed photons. The term “photodiode conversion factor”
is also used. It is a measure of light sensitivity and the main characteristic of photon detectors.
In the receiver, the scheme of which is shown in Appendix (Figure 1), it is quite limited, because
part of the light is not absorbed, reflected and penetrates the output of the photometer.

Initially, these devices had to be calibrated separately for photodiodes, but later this
approach acquired new properties due to the advent of “trap detectors” (trap detectors), which
increase the efficiency of photodiodes, creating light traps by repeatedly reflecting light. These
photometers have a predicted high quantum efficiency (PQED) of about 99.95% and do not
require calibration. Trap detectors allow you to measure the intensity of light with an uncertainty
of several units by 107°. For serial photodetectors on trap detectors, the typical measurement
uncertainty is from 0,5- 1073 to 1- 1073,

On the basis of this technology, standards of chandeliers, lumens, just like precision laser
power meters were created (Pavlenko et al., 2017). Please note that the meters of photometric
units (candelas, lumens) have a corrective filter “visibility”, and the power meter — no.

The use of trap detectors as absolute receivers has become common practice. The primary
standards of Canada, New Zealand, Germany, and Turkey are based on this principle. Given
this, the use of expensive and complex during operation cryogenic radiometers becomes
economically impractical. In recent years, there has been the development of a new
configuration of the trap detector, consisting of two large photodiodes forming a wedge (Figure
3).

This configuration can be used as at cryogenic temperatures (while the uncertainty of power
measurements may be less 1 - 107°), and at room temperature (Figure 4) with an uncertainty of
about 107*.

The use of such devices opens up the possibilities of a new version of candela reproduction
based on a white LED as a light source and a receiver based on a trap detector.

The development of photodiode receivers and their latest developments allow us to say
that there has been a qualitative leap in the accuracy of calculating the conversion factor of
photodiodes, which allows them to be used as receivers with predicted quantum efficiency
(Predictable Quantum Efficient Detector).

3. The primaty standard of Ukraine’s unit of light intensity is candelas




In 1996, the primary standard of Ukraine was built on the basis of an absolute cryogenic
radiometer, which successfully performed its functions until 2015 (Pavlenko et al., 2017). In 2015,
it was decided to create a standard based on a trap detector (Fox, 1991; Nazarenko et al., 2012).

As part of the work on improving the standard in the NSC «Institute of Metrology» was
developed, created and studied photometer (Figure 5), based on a trap detector.

The primary standard of Ukraine, in addition to the unit of light intensity (candela), also
reproduces the units of illumination (luxury) and illumination (candela per second).

The standard has the following metrological characteristics:

e light reproduction range 1 — 500 cd;
e light reproduction range 0.1 — 1000 lux;
e lighting playback range 1073 — 500 cd - s.

The relative etrors (random S and non-excluded systematic error @) and the extended
uncertainty (U) of the reproduction of units of light intensity, illuminance and illumination do
not exceed:

e the power of light — candela

$ =015-10"%60 = 0,15-107%U = 0,3 1072 (k = 2);
e lighting — luxury

$ =015-10"%0 = 0,15-107%,U = 0,3- 1072 (k = 2);
e lighting — candelas for a second

$ =025-107%0 = 0,35-107%U = 0,6- 1072 (k = 2).

These values correspond to the world level.

4. Reproduction of a unit of luminous flux — lumen

Luminous flux, the unit of which is the lumen, has become the most important photometric
quantity. In recent years, the international community of photometric photometrists has
repeatedly raised the question of revising the basic unit of optics, namely the lumen instead of
the candela. Therefore, one of the basic standards in the field of photometry, together with the
standard of candela, is the standard of lumen. All developed countries of the world have such
standards and are working to improve them.

There are two main methods of measuring total luminous flux, to wit lumen reproduction,
on which the reference measurements are based:

(1) goniometric method;
(2) the method of integrating sphere.

It is the method of the integrating sphere, as more promising, that was chosen to create the
primary standard of the lumen of Ukraine. The standard consists of a number of installations
(Figure 6):

e installations for reproduction and transmission of a unit of light flux to radiation sources
of small sizes;

e installations for reproduction and transmission of a unit of light flux to large radiation
sources;

e systems of automatic control, registration and processing of information on the basis of

computer technology;




e power supply systems for radiation sources.
The created standard has the following metrological characteristics (Fox, 1991; Nazarenko
¢t al., 2012):
e range of luminous flux values 1 — 1500 Im;
e random error (SLE) — from 0.1 - 1072,
e unrecovered systematic etror — from 0,25 - 10_2;

e extended uncertainty — from 0.3 - 1072,

These characteristics are at the level of the corresponding characteristics of the national
standards of economically developed countries.

Precisely due to the lack of reliable methods and means of manipulating individual photons,
the redefinition of photometric units in quantum terms has not yet taken place.

Recent advances in the control and calculus of individual photons, just like in the creation
of single-photon sources, look promising (Xiaobo et al., 2014). It is to be expected in the near
future to create radiation sources with a precisely set number of photons per second, which will
allow to obtain unprecedented precision of measurements. The ability to reliably manipulate
individual photons will contribute to the development of new types of devices, which, in turn,
require further development of metrology, the creation of new ones based on quantum
phenomena, calibration methods and appropriate standards. For these reasons, sooner or later
we should expect a redefinition of the candela in terms of photon units.

Currently, the international project “Quantum Candela” (Neyezbmakov et al., 2013), funded
by the European Commission and aimed to review the basic unit of SI candela in terms of
determining it by the number of photons, rather than optical power, thus linking to the Planck
constant. It is also noted that this “will bridge the gap between macroscopic (optical power) and
quantum quantities (photon), achieve greater consistency between the definitions of basic units
and will promote the development of both quantum technology and classical radiometry”
(Xiaobo et al., 2014).

5. Applied implementation

Today there are problems and even a crisis of modern semiconductor electronics. It has
been found that integration in computing devices doubles every two years. However, at this
time further integration is already difficult, heat dissipation increases significantly, parasitic
quantum effects begin to appear, technologies become more expensive. Switching speeds and
memory are also limited. All this leads to increased energy consumption, unprofitability and
crisis. It is believed that semiconductor electronics has exhausted its capabilities.

According to the forecast, the basis of the new electronics, which replaces the
semiconductor, are quantum principles and effects.

Modern quantum technologies and practical achievements in the control and calculation of
individual photons promise new achievements in precision and practical photometry, the
creation of new generation devices.

Separately it is necessary to talk about creation on the basis of quantum technologies of

highly effective sources of illumination — light-emitting diodes which have made a kind of




revolution in lighting engineering. Modern directions of development include the use of
quantum dots, which allow to obtain white light (Neyezhmakov et al., 2017).

The first white LEDs were expensive and inefficient. However, the light output of LEDs
has increased exponentially. Recent research and development have been disseminated by
Japanese manufacturers such as Panasonic and Nichia, just like Korean and Chinese
manufacturers such as Samsung, Kingsun and others.

Experimental white LEDs were demonstrated in 2014 to produce 303 Im/W; some can
last up to 100,000 hours. However, commetcial LEDs have an efficiency of up to 223 Im/W.
The previous record of 135 Im/W was set by Nichia in 2010. Now the light output of modern
LEDs reaches 190 Im/W (Samsung Achieves. .., 2023). The theoretical limit of the technology is
estimated at mote than 300 Im/W (Cree..., n.d.). Compared to incandescent lamps, this is a
huge increase in electrical efficiency, and although LEDs are more expensive to purchase, the
total cost is much cheaper than incandescent lamps (The quantum candela, 2011; In new quantum-
dot..., 2010, LED bulb..., 2016).

EURAMET sees among the most promising practical implementations of Qu-Photonic
for the next decade single-photon LIDAR (technology for forest structure and carbon
monitoring at large spatial scales because it acquires 3D measurements of vegetation faster and
more efficiently than conventional lidar instruments), Quantum illumination (a model for target
detection that employs quantum entanglement between a signal electromagnetic mode and an
idler electromagnetic mode, just like joint measurement of these modes), Sub-shot-noise
imaging, amplitude-squeezed spectroscopy, NV-centre sensing, squeezing and entanglement for
gravity wave detectors etc. (Figure 7) (Chunnilall, 2022; Tang et al., 2016; Brida et al., 2010).

6. On the prospect of quantum redefinition of light units

In the frequency range 0 — 108 Hz, the mathematical apparatus of electric circuits with
concentrated parameters works. Above these frequencies, the apparatus of Maxwell’s equations
begins to operate, which is used up to frequencies of about 1015 Hz and even higher. Next,
there is a rather wide transition region where the classical approach must be supplemented by a
quantum one, and it is in this region that the visible frequency range is located.

Quantities, the value of which is due to the number of photons, are quantities of optical
radiation, which are expressed in terms of the number of photons or the photon flux. Due to
the ambiguous (corpuscular-wave) nature of electromagnetic radiation, photometric and/or
energy quantities can also be expressed in terms of the number of photons. The relationship
between the energy value at a given wavelength (X, 3 (1)) and the corresponding value, the value

of which is determined by the number of photons (X 2 (1)), is expressed as

XealD) = 5 na(DXpa (D),
where:
h is Planck’s constant,
¢ is the speed of light in a vacuum,

ng(4) is the index of refraction in air at a wave of a given length (4).




The practical implementation of the above units can be performed using a receiver
(detector) or a source, just like using the conversion of radiometric values into values whose
value is determined by the number of photons given in equation. However, it is also possible to
use sources that generate individual photons at a known speed, and count the number of
photons (“one-photon tunneling” method). This approach is called “conditional on the number
of photons”.

In other words, it is necessary to be able to create radiation sources with a precisely known
number of photons per second, just like receivers whose sensitivity and resolution can be at the
level of one photon.

Since each photon can be thought of as a frequency-dependent quantum of energy, it is
conceptually easy to relate the number of photons to the amount of energy or power.

For example, the light flux @ can be represented by the number of photons n:

® = n-h-f
t

)

where:
h is Planck’s constant,
f is the frequency of light radiation (540 - 1012 Hz).

In turn, if we know @, we can calculate the photon flux:
n_ P
t h-f
The energetic power of the radiation corresponds to the photon power (intensity)
(683 -540- 102 - 6.62603896 - 103*)~*
photons per second per steradian.

At this time, there are already experimental single-photon sources, just like detectors
capable of counting individual photons (photomultipliers, single-photon avalanche diodes,
superconducting nanowire detectors, etc.).

Today, it is still too early to talk about a reliable practical implementation of the “one-
photon tunneling” method and photometric units determined by the number of photons. but
single-photon sources and photon number detectors as experimental models already exist.

As in the “one-electron tunneling” method, there are, first of all, technological problems in
practical implementation. However, research in this direction is actively continued, especially
since one of the tasks of modern metrology is the creation of the “quantum candela” (and other

photometric units).

Conclusion

The new definition of candela paved the way for the development of new methods of its
reproduction using not only the reference emitter (black body), but also the reference receiver.
Today, two types of reference receivers are used: cryogenic radiometer and photodetector. The
best metrological characteristics are provided by a cryogenic radiometer, but the use of new
types of photodetectors in photodetectors — trap detectors with 100% quantum efficiency — has
made them competitive in the creation of reference equipment. One of the areas of research in
fundamental radio and photometry is the search for ways to redefine photometric quantities

through the number of photons, binding to the Planck constant. It is expected that this will
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achieve greater consistency between the basic SI units and promote the further development of
optical measurements in general.

Research on quantum measurement technologies has contributed to the development of a
number of applied optical quantum technologies and related devices: solar electricity sources —
using the photo effect, thermal imagers and night vision devices — using the conversion of
infrared radiation into visible light, photodiode lighting sources — using the quantum conversion
of electricity into light.

Modern quantum technologies and practical achievements in the control and counting of
individual photons promise new achievements in precise and practical photometry, the creation
of new generation devices, the redefinition of photometric quantities through the number of
photons, i.e., binding to Planck’s constant. It is expected that this will allow for greater
consistency between the basic SI units and contribute to the further development of optical
measurements in general. Recent advances in the control and counting of single photons, just

like in the creation of single-photon sources, look promising.
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Prospects for developing the technical supply system of the leading NATO member
countries’ armed forces

Abstract: The experience of the use of troops (forces) in wars and armed conflicts of the late twentieth
and early twenty-first centuries has shown that the advantage in armed struggle will belong to armies that
are sufficiently trained, armed and comprehensively provided. The most significant role in solving the
problems of comprehensive support of troops (forces) is played by technical support — one of the main
types of logistics of troops (forces). According to leading Western military experts, strategy and tactics
are the basis for planning and conducting operations and combat operations, and the relevant
components of the technical support system ensure their implementation, ie the scope and timing of
operational plans depend on the ability of the technical support system to meet needs. troops (forces) in
serviceable samples of armaments and military equipment, necessary stocks of military-technical
property and other material and technical means. The study subject is the system of material and technical
support of the leading NATO member countries’ armed forces. The study object is the technical support
of the leading NATO member countries’ armed forces. The study’s purpose is to determine the trends
and prospects for further developing the technical support of the leading NATO member countries’
armed forces. To achieve the purpose and solve the tasks, the authors used such scientific methods as
primary methods for the purpose of gathering information and studying sources; secondary methods for
the purpose of processing and analyzing the received data — quantitative and qualitative data analysis,
their systematization; logical-analytical such as methods of deduction and induction. The authors used
works and scientific sources of leading scientists, such as Vladyslav Yemanov, Oleksandr Sysoev, Oleksiy
Kolomiytsev, Oleg Mysyura, Serhiy Kovalishyn, Oleksiy Pavlovsky, Serhii Shevchenko. The authors
conclude that (1) trends and prospects for the development of air attack means of the armed forces of
the leading countries of the world, their capabilities for defeating air defence forces and means must be
thoroughly studied and considered during the organization and implementation of TS in all branches of
management of the Air Force of the Armed Forces of Ukraine; (2) the main characteristics of the modern
TS of the armies (forces) of the leading countries of the world, the directions of their development are
a kind of foundation, based on which it is necessary to improve the TS of the Armed Forces of the
Armed Forces of Ukraine; (3) as part of further research in this direction, it is advisable to analyze the
possibilities and prospects of developing the WME system maintenance according to the technical state
in the world-leading countries.

Keywords: technical support system, armament, military equipment, maintenance, repair.
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Introduction

The analysis of the experience of the use of troops (forces) of the leading NATO member
countries’ armed forces in local wars and armed conflicts of the late 20" and eatly 21* centuries
showed (Ashirmetov, 2023; Kolomiitsev et al., 2023; Kovalishin & Halturin, 2014; Pavlovskyi & Sysoiev,
2010, Pro skhvalennia. . ., 2017, Safonov et al., 2023; Shevchenko & Bezdielnyi, 2027) that the advantage in
armed struggle will belong to armies that are sufficiently trained, armed and comprehensively
equipped. The most important role in solving the tasks of comprehensive support of troops (forces)
is played by technical support (IS) — one of the main types of material and technical support (MTS)
of troops (forces). According to the leading Western military experts, strategy and tactics are the
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basis of planning and conducting operations and hostilities, and the corresponding components of
the TS system ensure their implementation, i.e., the scope and timing of the implementation of the
developed operational plans depend on the ability of the TS system to meet the needs of the troops
promptly (forces) in serviceable samples of weapons and military equipment (WME), necessary
stocks of military-technical property (MTP) and other material and technical means (MTM)
(Ashirmetov, 2023; Sysozev, 2004; Y emanov, 2023).

The study subject is the system of material and technical support of the leading NATO member
countries’ armed forces.

The study object is the technical support of the leading NATO member countries’ armed
forces.

The study’s purpose is to determine the trends and prospects for further developing the
technical support of the leading NATO member countries’ armed forces.

Based on the study’s purpose, the following tasks were solved:

— conduct an analysis of trends and prospects for the further development of the technical

support of the leading NATO member countries’ armed forces;

—  derive analytical dependencies to determine ways of development of technical support of the

leading NATO member countries’ armed forces;

—  establish the influence of technical support components on indicators of the system of material
and technical support of the leading NATO member countries’ armed forces.

To achieve the purpose and solve the tasks, the authors used such scientific methods as primary
methods for the purpose of gathering information and studying sources; secondary methods for the
purpose of processing and analyzing the received data — quantitative and qualitative data analysis,
their systematization; logical-analytical such as methods of deduction and induction.

The authors used works and scientific sources of leading scientists, such as Vladyslav Yemanov,
Oleksandr Sysoev, Oleksiy Kolomiytsev, Oleg Mysyura, Serhiy Kovalishyn, Oleksiy Pavlovsky,
Serhii Shevchenko.

Materials and methods

The current stage of the development of military science in the world requires taking into
account the latest trends in the development of WME, which have manifested themselves in local
wars and armed conflicts of our time, just like an analysis of the functioning of the TS of the armies
(forces) of the wortld-leading countries, ensuring the conduct of these operations (combats).
Therefore, the issue of determining the trends and prospects for the further development of the
systems of TS, armed forces WME of the leading NATO member countries based on the results of
the analysis of their support in local wars and armed conflicts of the late 20" and eatly 21* centuries
remains relevant (STANAG 1406, STANAG 2182, STANAG 2406, STANAG 7166).

Results
1 Trends in the WME development of the leading NATO member countties
The fundamental difference of modern military conflicts is the leap-like renewal of various
types of WME and methods of their use. Thus, there were nine previously unknown weapon
types in the Korean War (1950-1953), already 25 such types in Vietnam (1964-1975), about 30
ones in the conflicts in the Middle East (1967, 1973, 1982, 1986), 50 ones in the Persian Gulf
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war (1990), and more than 100 samples and weapons systems during the hostilities in the
Balkans in 1999 that had not been used anywhere before. Military and political leadership of the
leading NATO member countries, in particular the USA, among the latest technologies, pays
special attention to aerospace and missile technologies, as evidenced by the analysis of the
experience of military actions of the last decades in which the US armed forces took part.

The main trends in developing the world-leading countries armed forces WME are based
on:

e cxpanding the scope of scientific knowledge and achievements realized in samples,
complexes and systems of WME;

e increasing their manoeuvrability and the degree of automation through the use of artificial
intelligence and robotics;

e increasing the ability of WME samples to act autonomously in different environmental
conditions and on a real-time scale;

e simplifying the operation of air defence systems and reducing, on this basis, the number of
crews and the amount of military work;

e creating special means for peacekeeping activities to neutralize armed conflicts, including
the creation of non-lethal weapons;

e increasing the role and importance of guided weapons, first of all, high-precision weapons
in WME systems;

e shortening the time of transfer of samples, complexes and systems of WME to combat
readiness;

e increasing the security, survivability and reliability of the functioning of samples, complexes
and systems of WME;

e implementation of the modular principle of construction, new forms of standardization
and unification of samples, complexes and systems of WME;

e increasing the importance of modernization of existing samples, complexes and systems of

WME in the general system of creation of WME.

The technical base for implementing the WME development trends consists of the latest
technologies, based the latest achievements in microelectronics, informatics, optoelectronics,
robotics, etc.

According to their specialists, implementing the specified trends in the leading NATO
member countries’ WME development can lead to significant changes in the forms and

methods of conducting combat operations by troops (forces) and their comprehensive support.

2. Analysis of the existing system ofleading NAT O member countries’ armed forces
technical support

Technical support is organized and performed to maintain the combat readiness of the
troops (forces) by:
e providing them with WME and other MTS;
e  maintaining them in working condition and readiness for combat use;
o restoring WMEs when they fail.

According to the assessment of military experts, the combat readiness of troops (forces),
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the combat capability of units, WME, is directly dependent on the degree of TS management
system readmess, just like the quantitative and qualitative composition of the forces and means
of the TS.

Technical supportt, as a type of MTS of troops (forces), includes:

e  maintenance of WME;

e repair of WME;

e introduction of constructive changes to WME;

e collection, evacuation and restoration of damaged WME;
e  preservation and storage of WME.

Maintenance of WME in the NATO member countries’ armed forces is performed based
on standards developed in each country. The version of the maintenance system adopted by the
US Army is given in Appendix (Table 7).

In connection with the adoption of modern types of WME, the US armed forces are
transitioning to WME maintenance system in a state that, according to military experts, will
make it possible to reduce the costs of its implementation by up to 30% (Kolomiitsev et al., 2023,
Rovalishin & Halturin, 20145 Pavlovskyi & Sysoiev, 2010; Pro skhvalennza. .., 2017).

In NATO, next to the national management bodies of TS, joint bodies have been created,
which are responsible for developing the general policy and requirements for the TS system, the
organization and performing of repair and restoration works of WME.

The core management bodies of the MTS system, which organize and carry out TS
activities, include the NATO Advisory Council on Armaments, the Infrastructure Committee,
the Committee on Rear Management Pipelines of the International Joint Staff of the Military
Committee. The main body that directly deals with the issue of the maintenance of troops
(forces) is the NATO agency for the supply of spare parts, maintenance and repair. In addition,
NATO has created bodies that organize the maintenance and repair of specific types of WME.

When planning and implementing the TS, the management bodies adhere to the following
principles:

e national responsibility for the TS of units, military units (subunits), transferred to NATO;
e centralized TS;
e  minimum duration of repair of WME.

It is believed that the criterion for evaluating the effectiveness of the TS is the ability of the
military administration bodies (departments, services), military units and units to perform the
WME restoration directly in the troops in a short period.

Now there is a process of some reduction of the total volume of MTP stocks, stored in the
warehouses of the Ministry of Defense, with the simultaneous optimization of its possible use.
According to the American press, the process of reorganization of strategic stocks began in the
1990s. They ceased to be attached to some commands in the zones, but became general. It
ensures the implementation of a new US strategy, providing for the possibility of the country’s
participation in two regional military conflicts, simultaneously conducted in any region of the
globe.

Materiel in the NATO member countries’ armed forces is divided into five classes
(Kolomiitser, 2023 et al.; Kovalishin & Halturin, 2014 Pavlovsky: & Sysoiev, 2010; Pro skhvalennia. . .,
2017):




e class I — personal hygiene food and items, consumed in approximately the same of
quantities in any conditions of the environment and terrain. They are allocated based on

data on the number of personnel.

e class II — standard weapons, military equipment, engineering and medical property, spare
parts and tools necessary for maintenance and repair.

e  class III — fuel and lubricants of all kinds, liquid gases, coolants and coal.

e class IV —items of supply that do not belong to the standard (table) set of weapons, military
equipment and equipment, construction and fortification materials, special machines and
additionally allocated items of supply of class II.

e class V — ammunition of all kinds, explosives, detonators, poisonous substances.

A single system of MTS codification has been introduced to simplify and unify the
accounting, storage and requisitioning of supplies in the NATO armed forces. According to it,
each item is assigned a 13-digit number and a short description, which facilitate the selection of
identical and interchangeable MTS.

The created reserves of MTS are divided into basic ones, needed in the initial period of the
war — for about 30 days, and long-term ones, needed in the subsequent period. The created
reserves of MTS are graded as follows. In the rear areas of the division, before the start of the
operation, reserves are created for 10-12 days of hostilities, during the operation, the reserves
are maintained in the division at the level of 3 days. In total, it is expected to have supplies for
7-10 days of combat operations in the operation course in the rear area of the army corps and
warehouses.

It is worth emphasizing that one of the most significant TS tasks is to restore the maximum
possible amount of WME in the shortest possible time. According to the estimates of NATO
specialists, WME losses, including armored ones, during the Arab-Israeli war exceeded the
indicators of the Second World War by an average of four times.

When organizing the repair of WME in combat conditions, the US troops (forces) repair
bodies’ specialists adhere to the following principles:

e for the restoration of damaged equipment located near the front edge, the time of repair
work should not exceed 20 minutes;

e cquipment, which requires about one hour to restore (including towing time), must be
evacuated to the nearest shelter 2-4 km away from the line of contact of the troops;

e  repair works lasting up to 12 hours are expected to be performed in the rear areas of
battalions, 12-36 hours — in the rear brigade areas, 36-120 hours — in the rear areas of
divisions and corps;

e cquipment that requires a longer time to restore must be evacuated further to the rear or
dismantled for spare parts;

e in the event of a threat of capture by the enemy, weapons and military equipment are
subject to destruction.

Regulatory and repair and restoration works in NATO countries armed forces are
organized and performed in a single repair system, including military (current), field (medium)
and basic (capital) repairs. The main types of WME repair of the leading NATO member
countries’ armed forces are listed in the Appendix (Table 2).
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Military (current) repairs are performed by the forces of combat services (crews), just like
the personnel of repair units (battalions and companies). It includes operations to replace nodes,
aggregates and eliminate malfunctions, the labor intensity of which does not exceed six man-
hours per equipment unit.

Field (average) repair, performed by the forces of repair division bodies, army corps, is
divided into direct and general. Direct average repair is performed in the interests of a specified
unit, military unit (subdivision) and involves the work performance, the degree of labour
intensity of which does not exceed 24-36 man-hours per unit of equipment. General average
repair is performed in the interests of the entire WME supply system. It assumes the
implementation of works on the restoration of the WME with a labour intensity of 72-96 man-
hours per equipment unit.

Basic (capital) repairs are carried out by civilian contractor companies from the USA, just

like NATO member countries if there are relevant agreements.

3. Trends and prospects for developing the technical support system of the leading
NATO member countries’ armed forces

The appearance of new modern types of WME has always necessitated the development
of new forms and methods of using troops (forces) in operations (combat operations) and new
approaches to their comprehensive support, too. This concerns (1) the structure of the TS
system itself and (2) the organization of the restoration of WME, considering its possible losses
during operations (combat operations), thirdly, the norms of WME reserves and their
echeloning both in peacetime and in a specific period, fourthly, of direct management of the TS

of troops (forces) in operations (combats).

Discussion

Because the task of ensuring the combat readiness of troops (forces) has turned into one
of the most significant problems of increasing their effectiveness in combat use, it is worth
assuming that developing the TS system will be performed in this direction. In addition, the
development of WME, operational art and tactics of combat operations causes changes in the
structural construction and functioning of the TS system.

The analysis of the experience of organization and implementation of TS activities of
troops (forces) in operations (combat actions) based on the experience of local wars and armed
conflicts confirms this conclusion and determines the main trends and directions of
development of TS systems of the armed forces of the leading NATO member countries, listed
below.

(1) Automation of technical support management. First, this concerns creating an automated
management system (AMS), which should cover all management processes, related to TS.

To date, in the armed forces of the leading NATO member countries, the TS management

system is fully automated in the brigade-division-corps link. In particular, befitting

automated material accounting centres have been created in the tactical management chain

(brigade). Thus, in the operation “Desert Storm”, the troops TS planning was already

performed with the help of a system that made it possible to perform all calculations for

determining the need for material resources, their distribution and supply to the troops.
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Space communication systems were already used in Operation “Iraqi Freedom” under the
control of TS.

The ability of the TS system to carry out repair and restoration works of WME systems in
modern conditions of armed conflict. It is due to the use of new types of weapons, in
particular, high-precision weapons (HPW), which led to a change in the structure of combat
damage of WME in the direction of an increase in severe damage and irreversible losses.
Thus, the irreversible MAW losses reached 50% in Afghanistan, the losses of the Taliban’s
anti-aircraft guns reached 50-80% in the anti-terrorist operation “Unshakable Freedom”,
the vast majority of the damaged anti-aircraft guns were severely damaged in the operation
“Iraqi Freedom”. Therefore, it is likely that developing the TS system will be performed in
the direction of increasing the capacities for military (medium) and basic (capital) repairs,
L.e., strengthening the tactical and strategic link repair systems.

Early preparation of the TS system of troops (forces) in operations (combat operations).
Thus, to ensure the combat operations of the armed forces troops in the Persian Gulf zone,
30 daily MTS supplies were created two years before the operation. Six months before the
operation, these supplies were doubled and before the start of the operation satisfied 60
daily needs of the troops. The technical support of the troops (forces) in the operations
“Unshakable Freedom” and “Iraqi Freedom” was performed by a system that was deployed
in advance and functioned in peacetime.

An increase in MTS number and weight, consumed by one serviceman in modern
conditions of conducting operations (combat operations). If earlier this norm in the initial
period was 70-100 kg (of which up to 70% belongs to the MTS of the TS system
nomenclature), then already in the war in the Persian Gulf, it exceeded 110 kg and,
according to Western experts, has a steady tendency to increase. Thus, according to the
results of the analysis of military specialists on TS issues, the division’s daily need for
material resources was (will be):

in the First World War — up to 100 tons;

during the Second World War — 700-800 tons;

in the Vietham War — more than 1,000 tons;

in the war in the Middle East — 2,000-2,100 tons;

in modern local wars and armed conflicts — 2,700-2,800 tons.

This factor makes it necessary to determine expedient options for the echeloning of MTS

in various branches of managing the TS of the troops (forces).

®)

©)

Increasing readiness degree of military units (subunits) and TS institutions in operations
(combat actions). For example, in the war in Chechnya, at the end of the operation, some
military units of the TS armed forces of the Russian Federation had a readiness level
corresponding to combat military units.

Development of the weapons system and military equipment. Changes in views on
methods and methods of repairing the latest weapons systems are provided for in this
direction. It is quite likely that the entire complex (systems) of weapons will be immediately
repaired (restored) when its elements fail. At the same time, the means of repair will develop
in the direction of the development of diagnostic systems and the aggregate method of

repair.




Conclusions
The conducted analysis of the functioning of the existing system of TS of the leading

NATO member countries armed forces and its capabilities to support the troops (forces) of

WME, MTP and other MTS in operations (combat actions) makes it possible to draw the

following conclusions:

(1) Trends and prospects for the development of air attack means of the armed forces of the
leading countries of the world, their capabilities for defeating air defence forces and means
must be thoroughly studied and considered during the organization and implementation of
TS in all branches of management of the Air Force of the Armed Forces of Ukraine.

(2) The main characteristics of the modern TS of the armies (forces) of the leading countries
of the world, the directions of their development are a kind of foundation, based on which
it is necessary to improve the TS of the Armed Forces of the Armed Forces of Ukraine.

(3) As part of further research in this direction, it is advisable to analyze the possibilities and
prospects of developing the WME system maintenance according to the technical state in

the world-leading countries.
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Appendix

Table 1. The existing system of maintenance of WME of the US Armed Forces

Periodicity Duration
1ype of Tanks, [FV C
PN, anks, , etc ars, etc Groun 1 Groun 2
(1 group) (group 2) P P
Overview 1 Before each exit 30 min 15 min
Overview 2 At short stops 15 min 3 min
Plan type ”A” Every day after running the machine 1,2 hours 20 min
Plan type ”B” Weekly In two weeks 4-6 hours 1 hours
Plan type ”C” Monthly or after 400 km Monthly or after 1,600 up to 24 16-17
mileage km of mileage hours hours
Plan type ”"D” Quarterly or after 1200 Quarterly or after 9,600 1-2 days 1-2 days
km mileage km of mileage
Seasonal When switching to the summer (winter) period of 3-5 days 3-5 days
operation
O N
44




Table 2. Types of the leading NATO member countries’ armed forces WME repair

operational resource by 70%

Repair EChelofl of Content, duration of repair The place of repair,
repair who performs it
First Current repair company, driver, crew
Military Second Current repair company, brigade,
2-6 man-hours per sample special rem. groups
p p p group
Repair of WME with replacement or . L
. . brigade, division,
Third repair of nodes, aggregates cenair com
. (24-36 man-hours per sample) cpair company
Field - -
Repair of WME with replacement or L
. division, army corps,
Fourth repair of nodes, aggregates cenair battalion
(up to 96 man-hours sample) cpatt battatio
Base Fifth Overhaul of WME. Restoration of field army, stationary

repair enterprise
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Device for measuring the blood oxygenation considering the concentration of
carboxyhemoglobin

Abstract: The general method of assessing the level of arterial blood oxygenation is pulse oximetry.
However, in known pulse oximeters, blood oxygen saturation is determined only by functional fractions
of hemoglobin, reducing the accuracy of the devices and is unacceptable in some clinical cases. The
purpose of the study was to increase the accuracy of measuring the arterial blood oxygenation level by
the pulse oximetric method by considering the concentration of carboxyhemoglobin and developing a
device. To achieve this purpose, the authors used Simulation computer modelling methods to build a
model and assess the accuracy of a pulse oximeter. The purpose was achieved by using an additional
LED. Its light wavelength choice was justified under the condition of maximizing the contribution of
carboxyhemoglobin to the optical density of the measurement object. The theoretical provisions for
measuring the blood oxygenation level, considering carboxyhemoglobin concentration and the structural
diagram of the pulse oximeter, have been developed. Computer models of the known pulse oximeter
and pulse oximeter with an additional LED were developed, simulation studies were conducted based
on the developed models, and the device accuracy for measuring blood oxygenation level, considering
carboxyhemoglobin concentration, was evaluated. The authors conclude that simulation studies based
on the developed models proved that the proposed pulse oximeter, unlike the known one, allows you to
detect and evaluate the decrease in blood oxygenation level caused by an increase in the concentration
of carboxyhemoglobin in the patient’s blood.

Keymwords: pulse oximeter, oxygenation, carboxyhemoglobin, simulation, saturation.
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ITpucrpiii AAd BUMIPIOBAHHA OKCUT'€HAIIi KPOBi 3 BpaxXyBaHHAM KOHIIEHTpPAITil
KapOOKCHUTre€MOTrAOOiHy

Aromayis: OCHOBHOIO METOAMKOIO OINHKM pPIiBHA OKCHIeHAIll aprepiaAbHOI KPOBI € IIYABCOBa
OKCHMETPIf, IIepeBaraMu KOl € IIBUAKICTB, IIPOCTA, HAAIWHICTD Ta HEIHBA3UBHICTD IporeAypu. [1pore B
BIAOMHX IIyABCOKCHMETpPAX CATypallidl KpOBI KHCHEM BH3HAYAE€THCA AHMINE 32 (PYHKIIOHAABHIMH
dpaxiiMia reMOrAODIHY, IO 3MEHIIYE TOYHICTD IPUAAAIB I € HEIPHHHATHUM B IIEBHUX KAIHITHHX
BHITAAKaX. METOAOM AOCAIAKGHHA € INABHINCHHA TOYHOCTI BHMIPIOBAHHA pIBHA OKCHTCHAILII
apTepiaAbHOI  KPOBI  IIyABCOKCHMETPUYHUM  METOAOM  IIASXOM  BPaxyBaHHA  KOHIICHTpAIIil
KApOOKCHIEMOIAODIHY, 4 TAaKOXK pPO3pOOKA BIAIIOBIAHOTO —IIpHA3Ay. B XOAl  AOcCAiaKeHHA
3aCTOCOBYBAAHUCA METOAU IMITAIIIFTHOTO KOMIT FOTEPHOTO MOACAIOBAHHSA AAS ITOOYAOBH MOAEAI 1 OIIHKH
TOYHOCT] ITyAbCOKCHMETPa. MeTy AOCATHYTO 3aCTOCYBAHHAM Y BIAOMOMY ITYABCOKCUMETPI AOAATKOBOI'O
CBITAOAIOAY, OOIPYHTOBaHO BHOIP AOBKHMHH XBHAL HOrO CBiTAAZ 32 YMOBOIO MAaKCHMi3amil BHECKY
KapOOKCHUIEMOIAODIHY B OIITUYHY I'YCTUHY 00 €KTa BUMIPIOBaHHA. PO3pOOAEHO TeOpETHYHI IIOAOKEHHSA
BUMIPIOBAHHA PIBHS OKCHreHamil KpoBI 3 BpPaXyBaHHAM KOHIIEHTPAil KapOOKCHIeMOrAOOIHY 1
CIPYKTYPHY CXEMy IIyAbCOKCHMETpa, IO peaAi3ye AaHe BuMIproBaHHA. Po3poOAeHO KOMITIOTEpHI
MOACAI BIAOMOTO IIyABCOKCHMETPA 1 IIYABCOKCHMETPA 3 AOAATKOBUM CBITAOAIOAOM, IIPOBEACHO
IMITAIIHHI AOCAIAKEHHSA 32 PO3POOACHIMU MOACAAMHE 1 OLIHEHO TOYHICTD alIapaTy AAA BUMIPIOBAHHSA
piBHs OKchreHamil KpoBI 3 BpaxXyBaHHAM KOHIICHTpAIli KapOOKCHreMorao0iHy. ABTopH 3pobuAmn
BUCHOBOK IO AOCAIAKEHHA 32 PO3POOACHHMH MOAEAAMU  AOBEAH, IO  3aIIPOIIOHOBAHHUE




ITyABCOKCHIMETP, Ha BIAMIHY BIA BIAOMOTO, AO3BOAfIE BUABUTH 1 OIIIHUTH 3HIKEHHA PIBHA OKCHTEHAITI
KPOBI, fIke BUKAMKAHE ITIABHIIICHHAM KOHIIEHTPAIIIl KApOOKCHUIeMOrAOOIHY B KPOBI ITarieHTa.

Karouosi cavsa: iyapcokcnmeTp; OKCHIeHaris; KapOOKCUIEMOTAODIH; MOACAFOBAHHS; CATYPALIiA.

P

Beryn

Icaye BeAnMka KIABKICTH ITATOAOTIH (DYHKITIOHYBAHHS OPraHIi3My AIOAMHH, IIEPeOIr AKX
CYIIPOBOAKYETBCA TIITOKCIEIO, a PIBEHb OKCHUIEHAINl KPOBI IaIli€eHTa HOTpeOye IIOCTIHHOrO
CIIOCTEPEKCHH.

OCHOBHOIO METOAHKOIO O€3IepepBHOI OIUHKMA caTypamii KHCHEM I€MOTAODIHY
aprepiaAbHOI KpOBi € mmyAbcoBa okcumerpisa (Pol, 2002). Ao i mepeBar MOXKAUBO BIAHECTH
IIIBUAKICTD, IIPOCTY, HAAIMHICTD Ta HEIHBA3HBHICTH, ITIO AO3BOAf€ BUABHTH HHU3BKHH pIBEHb
KHCHIO B KPOBI AO TOIO, fIK CTAHYTb ITOMITHI HOIrO KAIHIYHI O3HAKH. MEAMYIHUM IIPHAAAOM,
IIPU3HAYEHUM AAfl BUMIPIOBAHHA KOHIEHTPAIll KHUCHIO B KPOBI, € IIyABCOBHUI OKCHMETP
(myabcokcumerp). [lopratuBHI IyABCOKCHMETPH, IO IIPAIFOIOTH BiA IIEPBHHHUX IAABBAHITHIX
€AEMEHTIB, AOCTYIIHI AAA TPAHCHOPTYBAHHA 1 AOMAIIIHBOIO MOHITOPHHIY PiBHA OKCHICHAII]
KkpoBl (Black ma in., 2023).

BakAmuBicTh KOHTPOAFO PIBHA HACHYECHHA KPOBI KHCHEM CYTTEBO 3POCTA€ B CYYaCHHX
ymosax mauAemii COVID-19 (Rosic ma in., 2022), xoAn y TIaIi€HTIB BIASHAYAIOTBCA 3HAYHI
VpaKEeHHA ACI€HEBOI TKAaHMHN. TOMY IABHIIEHHA TOYHOCTI BIAOMHUX ITYABCOKCHMETPIB, a
TAKOK PO3POOKA amapaTiB AAf BHMIPIOBAHHA PIBHA OKCHUICHAINI KPOBI IIPH ITATOAOITIHHX
CTaHAX OPTaHI3MIB ITAINIEHTIB € AKTYAABHUM 3aBAAHHAM.

B BiaOMEX IHyABCOKCHMETpAax CaTypamifi Ie€MOIAOOIHY apTepiaAbHOI KPOBI KHCHEM

BusHa9a€ThCA 32 piBHAHHEAM (L remper i Barker, 1989):

Sp0, = __ CHvo, )

CHbO,+CHBH
Ac:
CHpo, — KOHIICHTDAII OKCHTEMOTAODIHY, MOAB/ A;
Cypy — KOHLIEHTPALIIST AE30KCHIEMOIAODIHY, MOAB/ A.

Beamaunma Sp0, mae nasBy (PyHKIIOHAABHOTO HACHYEHHA KPOBi KucHeMm. li gmcAaoBe
3HAYCHHA IIOKA3y€ YACTKY IEMOTAODIHY apTepiaAbHOI KpOBi, IO 3’€AHAHHH 3 KHCHEM,
(oxcuremoraobiny, Hb0,) BiA 3araapHOl KOHIEHTpAL] (PYHKIIOHAABHOIO I€MOTAODIHY, KU
MO?KE IIPHIMATH Y9ACTh B IIEPEHECEHH] KUCHIO.

Busnauenns Sp0, B myAbCOKCHMETPaX 3AIHCHIOETBCA OITUYHHUM ABOCICKTPAABHHIM
metopaom (Von Chong ma in., 2018), a B AKOCTI AJKEPEA CBITAQ 3a3BHYAM 3aCTOCOBYIOTHCA ABA
CBITAOAIOAM: YepBOHHUI 1 iH(padepBOHHUIT 3 OPICHTOBHUMH AOBKHHAMH BHIIPOMIHIOBAHIX
xBuAb A; = 660 1a A, = 940 nm BiamoBiAHO.

MownoxpomaTI9IHe CBITAO, 3 AOBKUHOIO XBHAI A; 1 inTencusHicTiO Iy j, P IpOXOAKEHHI
Kpi3hb IIap apTeplaAbHOI KPOBI YaCTKOBO ITOIAMHACTBCA. |HTEHCHBHICTD CBITAZ Ha BHXOAI

craosutuMme [; i BUsHawacThCA 32 3aKk0HOM byrepa-Aambepra-bepa:

I .
108,0—]',] =1-3%,(g, C), 2

e
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Ac:

C — MoABHA KOHIICHTPAIIA ITOXIAHOI TeMOrAOOIHY B KPOBI, MOAB /A
[ — roBrmHa mapy aprepiaabHOI KpOBi, cM;

N — KIABKICTB IIOXIAHHUX I'€MOT'AODIHY B KPOBI;

€ — KoeDIMIEHT eKCTHHKIIIL, A/ (MOAB*CM).

B dopmyal BUKOpHCTAHO HACTYITHI IHACKCH:

[ — HOPAAKOBHIT HOMEP ITOXIAHOI TeMOrAOOIHY,

J — IOPAAKOBHUIT HOMEP AOBKHUHU XBHAI CBITAQ.

B (1) caryparis kpoBi KHCHEM BH3HAYAETHCA 32 ABOMA IIOXIAHIMH I€MOTAODIHY, TOMY 1 B
(2) AopiBHIOE 2.

[Mpore rToBmmaa | 1mapy aprepiaabHOI KpPOBI  3MIHFIOETBCS BHACAIAOK — 3MiHHK
KPOBOHAIIOBHEHHSA CYAHH, fIKE BIAOYBAETHCA IIEPIOAMYHO 1 3YMOBAIOETBCA IyAbCOM. OKpim
IIbOT'O, BUIIPOMIHIOBAHE CBITAO ITOTAMHAE HE TIABKH apTepiaAbHA, 2 H BEHO3HA KPOB Pa3oM 31
IIIKIPOTO.

Tomy B pO3paxyHKH carypariil BBOAUTBCA AOIIOMDKHA BeAmdnHa R, fIKy BU3HAYAIOTH 3a
BIAHOCHOIO 3MIHOIO IHTEHCHBHOCTI CBITAQ KOKHOI AOBKUHH XBUAL (Pucynox 1), 1mo mpoiao
KpPi3b TKAHHHY TiAQ, 33 OAUH KaPAIOITHKA:

lo g(;min,l)
R = —me, ®
log( min,2 )

Imax,2

Ac:

Linax — IOCTIFHA CKAQAOBA IHTEHCHUBHOCTI CBITAQ, AKE IIPOHIIIAO KPi3h OO’ €KT BHMIPIOBAHHI;
Lnin — MiHIMAABHA IHTEHCHBHICTD, K4 OOYMOBACHA IIYABCOBOIO 3MIHOIO HAIIOBHCHHS CYAMH
00’€KTa apTEplaABHOIO KPOB’IO.

Ilpn Buxopucranni (3) BpaXOBYETHCA IOTAMHAHHA CBITAQ AHWIIE IITAPOM apTepilaAbHOL
KPOBI, ITI0 AOAATKOBO CTBOPIOETHCA ITIA 9aC KPOBOHAIIOBHEHHSA CYANH. TOBIIIHA TAKOTO IIApy
IIePiIOAMYHO 3MIHFOETBCA BiA 0 AO ACSKOTO MAKCHUMAABHOIO 3HAYCHHS, IO CTAHOBUTD gy
Toal 3riAHO 3 (2) IHTEHCHBHICTD CBiTA2 Ha BHXOAl OO’€KTa IIPH 3aCTOCYBAHHI YEPBOHOTO
CBITAOAIOAQ:

Lnint = Imax1 10~ %max(€1,Hb0,CHbO, +E1,HbHCHDH) @)
IHTeHCHBHICTD CBiTAAZ Ha BUXOAlL OO’€KTA IIPU 3aCTOCYBAHHI IH(DPAUEPBOHOIO CBITAOAIOAA:

Linz = Imax 2 10~ %max(€2,Hb0, CHbO, +E2,HbHCHDH) (5)

[TiacraroBkoro (4) 1 (5) B (3) OAEPIKYIOTBCH BUPA3 AASl PO3PAXYHKY BeANIHHH R:

R = €1,Hb0,CHbO, €1, HbHCHDH ©)
- )
€2,Hb0,CHbO, T €2, HbHCHDH

1 B3aEMO3AAEKHICTD KOHIICHTPALIH HOXIAHHX TeMOTAOOIHY:

RE€; yhH—€1,HbH )

C =C .
HbO, HbH €1,Hb0,—RE€2 HbO,
ITianctaroskoro (7) B (1) oaepiKyeTbcs BIAOMUIT BUPa3 AAfl PO3PAXYHKY (DYHKIIIOHAABHOL
catyparii SP0, KpoBi KHCHEM 32 AOTIOMIKHOIO BeAnauHoro R (Kusgnier i Wojtkowskz, 2019):

Sp0, = £2,HbH —€1,HbH ®)

R(&2,HbH—2,HbO, ) +E1,HPO, —€1HDH




TexHIYHO 32AaYa BU3HAYEHHA PIBHA OKCHIECHAII KPOBI PEAAi3yeThCA B IIYABCOKCHMETPI
IIASIXOM BHMIPIOBAHHSA ITOCTIHHOI 1 IIPOMOAYABOBAHOI IIyABCOM KOMIIOHEHT CBITAQ, fKE
IIPOMIIIAO KPi3h TKAHHUHY B YEPBOHOMY Ta IH(PPAUIEPBOHOMY AlaIla30HAX, AASl ITOAAABIIIOIO
obuncaenns criBiauomeHud R (0) i carypaii (8) (Mehrabi ma in., 2018; Zhuk i Datsok, 2013).

Oanak, OkpiM (PYHKIIIOHAABHUX (Ppaxmifi B apTepiaAbHINA KPOBI AIOAMHH IIPUCYTHI 1
AUC(YHKIIIOHAABHI, AKI HE 3MO31 IPHEAHATH AO CeO€ KHUCEHb UM BKE ITOCAHAHI 3 IHITMMM
rasamu. Ao Hux Haaexars kapOokcuremoraobin (HbCO), merremoraobin (HbMet) ra
cyabdremoraobin (HbSulf).

Kapboxcuremorao6in € 3’€AHAaHHAM TeMOTAOOIHY 3 uaAHuUM razom (Hullin ma in., 2017).
Haaanmmok HbCO B kpoBi IPU3BOAUTE AO KHCHEBOTO I'OAOAYBAHHS, 3aAIIAMOPOYCHHS, HYAOTH,
BTPATH CBIAOMOCTI 200, HABITh, CMEPTI, OCKIABKH YaAHHUI Ia3, IO 3B A3aHUN 3 TEMOTAODIHOM,
11036aBASIE FIOIO MOMKAMBOCTI IIPUEAHYBATH AO ceOe kucenb. B nHopmi koruentpanis HbCO 8
kpoBi ckaapae 0,5-1,5% Bia ycporo remoraobiny. ITpore mpu nieBHIX yMOBaX 1 OOCTaBHHAX AaHI
3HAaYeHHA € OlApImmMH. Tak, BHCOKAa KOHIIEHTparif KapOOKCcHreMoraobiny (a0 9%) mosxe
CITOCTEPITaTUChH Y KYPIIB, MEITKAHIIB BEAUKIX MICT Ta BUCOKOTIP’fl, 2 TAKOK Y HOBOHAPOAKECHHUX
(Hampson, 2018). Oxpemum BumaAkoM, koan kouuerrpauis HbCO cyrreso nepesuriye cBoi
HOPMaAbHI 3Ha4YeHHA, € OoTpyeHHA YaaHUM razoMm (Onodera ma in., 2016; Hampson, 2015).
[TiaBuItieHHA KOHIIEHTpAIli KAPOOKCHIEMOTAODIHY B apTeplaAbHIN KPOBI CITOCTEPIra€Thes 1 y
manieutis 3 COVID-19 (Scholkmann ma in., 2020).

KapOokcureMorao0iH ITOrAnHa€E CBITAO IIPU BUMIPIOBAHHI PIBHA OKCHICHAIN] OITHYIHIM
METOAOM, IO BHOCHTH ITOXUOKH B pe3yAbTaty Bumiprosauua (Sheikus i Prasol, 2022). Bucoxi
konuerrpauii HbCO B aprepiaapHiil KpoOBi 30iABIIYIOTH HOIO BHECOK B OITHYHY I'YCTHHY
o0’ekTa BHMIPIOBAHHA, IO BIIAMBAE HA TOYHICTh BH3HAYEHHA caTypamii Amime 3a
dyskiionaspanmu dpaxiiavmu. Kpim mieoro, 3mian koHmenTparri H bCO He TO3HAYAIOTHCA HA
BeAMYHH]I (PYHKIIIOHAABHOI caTyparii KpoBI KHCHEM 1 AAHHI ITOKA3HHK BTPAadvae CBOIO
AIATHOCTHUYHY ITIHHICTB, HAIIPHUKAAA, § BHITAAKY TIITOKCI, ITIO BUKAMKaHA OTPYEHHAM YAAHUM
razoM (Sebbane ma in., 2013).

Tomy BHMIPIOBaHHA PIBHA OKCHICHALIl KPOBI, OCOOAMBO IIPH IATOAOITYHUX CTAHAX
OPraHi3sMy AIOAMHH, 4 TAKOK IIABHIICHHA TOYHOCT] AIATHOCTHKH HEMOMKAUBE O€3 BPAXyBAHHSA
KOHIICHTpPAIIl KAPOOKCUIEMOTAOOIHY B apTeplaAbHIH KPOBI HALIIEHTA.

3aBaaHHA pOOOTH:

(1) Pospobxa TeopeTHIHUX ITOAOKEHb BUMIPIOBAHHS PIBHA OKCHUICHALII KPOBI 3 BpAXYBAHHAM
KOHIIEHTpAIli KapOOKCHIeMOrAOOiHy, a TaKOK CTPYKIYPHOI CXEMH 1 MaTEeMaTHIHOIO
3a0€3IIeYCHHA ITYABCOKCHMETPA, IO PEAAI3yE AAHE BUMIPIOBAHHIL.

(2) Pospobxa KOMITIOTEPHHX MOAEAEH BIAOMOIO IIyABCOKCHMETPA 1 IIyABCOKCHMETPA 3
AOAQTKOBHM CBITAOAIOAOM, fIKHMII BHMIPIOE PIBEHb OKCHICHAIN KPOBI 3 BPaXyBaHHAM
KOHIICHTPAIll KApOOKCHTEeMOTAODIHY 1 B AKOMY 3aCTOCOBYETHCA PO3POOACHE MATEMATUIHE
3a0e3IeUeHHA.

(3) IlpoBeacHHA iMiTAIIHHUX AOCAIAKCHD 32 PO3POOACHHMI MOACAAMH IIyABCOKCHMETPIB 3
BHU3HAYCHHSA BIIAHBY BMICTY KapOOKCHIE€MOIAOOIHY B apTepiaAbHIN KpOBI Ha OUIKyBaHI
ITOKa3aHHA IPHUAAAIB 1 OINIHKA TOYHOCTI anapaTty AAA BHUMIPIOBAHHA PIBHA OKCHTIECHAIII

KPOBI 3 BPaxyBaHHAM KOHIICHTPAIII KAPOOKCUIEMOTAODIHY.
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Marepiaau i meToAn
3 BpaxyBaHHAM KOHLEHTpAIii KapOOKCHI€MOrAOOiIHy caTypamif KpOBI KHCHEM

BHU3HAYAETHCA 32 piBHHHHﬂM!

Sp0,(HbCO) = CHboy )

CHpo,*CHubH*CHbCO

PiBuaansa (9) MICTHTD TPH HEBIAOMI, TOMY BH3HAYCHHSA CaTyparii moTpedye AOAATKOBOTO
iHpOpMAIIIHHOIO KaHaAy. 3aAa9a BUPIIIYETBCA 3aCTOCYBAHHAM AOAATKOBOIO CBITAOAIOAQ 3
AOBIKITHOTO XBHUAI, SIKA BIAMIHHA BIA AOBXKITH XBUAB CBITA2 ABOX OCHOBHHX CBITAOAIOAIB.

Beeaemo acomomikHI Bearmamau R i

R; = log™med j — 1,2,3, (10)

I min,j
Toal BIATIOBIAHO AO 3ak0HY byrepa-Aambepra-bepa MOKAMBO CKAACTH CHCTEMY PIBHAHB:
— .y3 . P

Rj = dmax - Xica (84 €)= 1,2,3. (11
Cucrema 3 TpPpOX pIBHAHb MICTUTH 4 HEBIAOMI BEANYMHN: KOHIICHTpPAIll HMOXIAHHX
remorao0iny C; 1 MAKCUMAABHII IPUPICT APy apTepiaAbHOI KPOBI 32 OAUH KAPAIOIKA Aipqy-
ToMy BBEACHO ITO3HAYCHHS O AASI AOOYTKY KOHIICHTpALil {-01 TOXIAHOI reMOrAODiHy Ha gy

a; = dmay " C;. (12)
ITicas miacranosku (12) B (11) cucrema piBHAHD BUPIITyeThCA METOAOM I'ayca BIAHOCHO ;.

Bseaemo macTymHi mosHageHHA:
& 1,HbO,

Q= &b — " E€2,HbH) (13)
2,HbO,
€1,HbO
b = & ,ypco — ——2" E2,upC0; (14)
’ €2,HbO, ’
€1,HbO,
C =&, upH — " E3HbH’ 15
' e3HbO, (15)
€1,HbO
d = €1 upco — ——2" €3,upCOS (16)
’ €3,HbO, ’
QZT_M.RZ- (17)
€2,HbO, ’
_ gl,HbOz
f—R1—_£ " Rs. (18)
3,HbO,

m:R1'(b'C—a'd)—SLHbH'(b'f—e'd)—51,Hbco'(e'c—a'f) (19)

ToAl BEAWYHHI ®; BUSHAYAFOTHCA 32 PIBHAHHAMI:

m
Axpo, = —El,Hboz'(b'C—a-d) ; (20)
b-f-ed
AHbH = 5 ad’ 21)
ec—af
Aypco = 5 (22)

AAf BusHadeHHA catypanil B piBHAHHA (9) 3aMICTh KOHIICHTPAIUH MOKAUBO INACTABUTH

PO3paxoBaHi BEAUYHHH Q;:

SpOz (HbCO) — dmax . CHbOz — aHbOz (23)

dmin CHbO,*CHbHTCHbCO  AHbO,TAHDHTAHbBCO

[Tiacrarosroro (20), (21) 1 (22) B (23) oaepixyerbea poOpMyAa AAA PO3PAXYHKY caTypariil

Sp0,(HbCO) 3 BpaxyBaHHAM KOHIIEHTpAIIl KapOOKCUreMOrAOHiHy:




m
m+enpo, (f(b-a)—e(d—c))’

A miacraroskoro (20) 1 (21) B (1) oaepixyernest popmMyAaa AAf PO3PAXYHKY (DYHKIIOHAABHOL

Sp0,(HbCO) = (24)

caryparii Sp0, 3 BpaxyBaHHAM KOHIICHTpPALl KAPOOKCUIEMOTAODIHY:
p0,(HbCO) = — b0 _ _ = (25)

agpo,tagpn  M+eyppo, (f-b—ed)

Po3poOAEHO CTPYKTYpHY CXEMY HAHIIPOCTIIIIOrO IIyABCOKCUMETPA, AKUI BIMIPIOE PIBCHb
okcureHarii KpoBi 3 BpaxyBaHHAM KOHIICHTpPAIl KAPOOKCUIEMOTAODIHY.

Cxema mepeabavyae 3aCTOCYBAaHHA TPBOX CBITAOAIOAIB: 9E€pPBOHOIO, iH(PAaUEPBOHOIO i
AOAQTKOBOTO, fIKI BMHKAIOTECA 110 4dep3i. CBITAO IPOXOANTH Kpi3h 00’ekT BuMiproBauua OB,
YACTKOBO IIOTAMHAETBCA 1 CHpHUIMAaEcTbCs cBiTAompuiiMadeM. CurHaa BiA Ipuiimaya
IIOCHAIOETBCA omeparifiauM miacuaroBadem OI, meperBoproerscs B nudpOBHE CHTHAA
aaroro-undposum  rmeperBopropadem ALl 1 HaaAXoAmTP A0  MIKPOKOHTpOAEpPA.
MikpOKOHTpPOAEp BHKOHYy€E omeparii OOpOOKH CHIHAAY, PO3PaXyHKy 3HAYCHHS pIBHA
okcureHarii 1 ioro IHAMKAIIi, a TAKOK BUKOHYE (DYHKIII KepyBaHHA POOOTOIO CBITAOAIOAIB 32
KaHAAOM 3BOPOTHOrO 3B’A3Ky (Ganesh ma in., 2022). Po3pobaeHa CTPYKTypHA CXEMa MICTHTDH
AWIIIE BH3HAYAABHI KOMIIOHEHTH IIYABCOKCHMETPA 1 AO3BOAAE BHKOHATH ITOOYAOBY
KOMIT FOTEPHOI MOAEAL arrapary.

MoaeATOBaHHA IIPOBEACHO 13 3aCTOCYBAHHAM I1akeTy mpukiaAHux mporpam MATLAB i
cepeaoBurna rpadiaHOTO MOACATOBAHHA Simulink. MOAEAD IIyABCOKCHMETPA 3 AOAATKOBHIM
CBITAOAIOAOM CKA3AQETBCA 3 IACHCTEM, IO € MOACAAMH OKPEMHUX KOMITOHEHTIB PO3pOOAEHO]
CTPYKTYPHOI CXEMH: TPBOX CBITAOAIOAIB, OO’€KTa BHMIPIOBAHHS 3 I€HEPATOPOM IIyABCOBHX
ivrryabciB (Bhowmick ma in., 20165 Shyshkin, M. ma in., 2018), cBirAonpuiiMada, IMACHAIOBAYA 1
MIKPOKOHTPOAEpa 3 (PYHKINEIO IHAMKAIi pO3paxoBaHUX 3Ha4YeHb caryparii. TowmicTs
BIMIPIOBAHHSA OIIHIOETHCH IIAAXOM ITOPIBHAHHA OYIKYBAHHX ITOKa3aHb ITYABCOKCHMETpPA 3
ITOYATKOBUMH AQHHMH, AASl 9OIO MOAEAB AOIIOBHEHA OAOKAMH AAfl PO3PAXYHKY 1 IHAMKAITii
BEAWYHH CATypami 3a 3aAaHUMHI IIPH MOACAFOBAHHI 3HAYEHHAMH KOHIICHTPAIIN ITOXIAHHIX
IeMOTAODIHY.

AAf BpaxyBaHHA KOHIIEHTpamil KapOOKCHIEMOrAODIHY IIpM BHUMIPIOBAHHI caTyparil
3aIIPOIIOHOBAHO  3aCTOCYBAHHA  AOAATKOBOIO  CBITAOAIOAY, BHOIp  AOBMKHHH — XBHAL
BUIIPOMIHIOBAHHS KOO 1oTpebye obrpymtyBanus. Tak sk xoedinient excruuxuii HbCO
IIPUIIMAE MEHIII YUCAOBI 3HAYCHHA IOPIBHAHO 3 KOeIIIEHTAMI €KCTHHKIII 1HINMNX ITOXIAHIX
remoraodiny (Rusch ma in., 1996), 10 BamauBo, 00 Ha OOpaHINl AOBKHHI XBHAI BHECOK
KapOOKCHUTEMOTAODIHY B 3araAbHY OIITHYHY I'YCTHHY O0’€KTa BUMIPIOBAHHA OyB OM HAMBUIIIUM.

Tomy B sKOCTI (DYHKIIT IT1iAl OOpaHO BHpas:

q(1) = €2,HbCcOCo%HbCO - 100%. 26)

€A,HbO,Con,HbO, T €A, HbH Co, HbH T €4, HbMet Cob,HbMet

I'pacdpix Ppymxii (26) mpeacraBaermit B Aoaatky (Pucyrok 2).

Buecox kapOoxkcureMorao6iHy B OITHYHY IYCTHHY OO’€KTa BUMIPIOBAHHA B HOPMi He
repepurye 0,4%. Takmii He3HAYHUIT BIACOTOK IOACHIOETHCA HE3HAYHOIO KOHIIEHTPAIIIEIO
KapOOKCHIEMOTAOOIHY B apTEpiaAbHIN KpPOBi, a4 TAKOXK HH3BKAMH 3HAYCHHAMU HOTO
KoeiIlleHTa EKCTHHKIIIL.

3aAeKHICTD MA€ TPH EKCTPEMYMH, IIPOTE ABA 3 HUX IIPHIIAAAIOTH HA CBITAO 3 AOBXKHHAMUI

xBuAl 520 1 565 mm. Take MOHOXPOMATHYHE CBITAO CYTTEBO IIOTAMHAETBCA OO €EKTOM
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BHUMIPIOBaHHSA 1 HE MOK€ BUKOPHCTOBYBATHCH B ITyABCOKCHMETPax. oMy B AKOCTI TPETbOTO,
AOAATKOBOI'O CBITAOAIOAY OOPAaHO CBITAOAIOA 3 AOBKHHOIO XBHAL 610 HM, Ha AKy IIpHITaAac
TPETIN EKCTPEMYM 3aAEKHOCTI (DYHKIIT ITiAl BIA AOBKHUHM XBHAL CBITAO 3 OOPAHOIO AOBKHHOIO
XBHAL Ma€ OYPIITHHOBUN KOAIp.

MoAeAb  MIKPOKOHTpOAEpa PO3pPOOACHO HA OCHOBI OAOKy “S-Function Builder” i3
3acrocyBanHAM MOBH C++.

AAf yCyHEHHA BIIAMBY 3OBHIIIHBOIO CBITAA HA IIOKA3aHHA IYABCOKCHMETPIB B dUepsi
IMITyABCIB, IIIO BIAIIOBIAAIOTB POOOTI KOMKHOTO i3 CBITAOAIOAIB, IPHUCYTHIH AOAATKOBHIH, 4-H
immyabe Uy, IO OAEPIKYETBCS IIPH  BHKAIOYEHHX CBITAOAIOA2X. OOpoOka curHasis B
MIKPOKOHTPOAEP1 PO3TIOYHHAETHCA 3 PO3AIACHHSA IMITYABCIB, IIIO BIAITOBIAAIOTH POOOTI OKPEMUX
CBITAOAIOAIB 1 30BHIIITHBOMY CBITAY.

[Ipu oaepxami 4eproBoro HabOPY IMITyABCIB BUKOHYETHCA PO3PAXYHOK IHTEHCHBHOCTEH
citaa [;, siki 11030aBACHI CKAAAOBHX, INO CIPHYMHCHI 3OBHIIIHIM 3aCBITACHHAM. AAs
IIPOBEACHHS PO3PAXYHKIB IPOIIOHYETHCA BUKOPUCTAHHA HACTYIIHO! (DOPMYAH:

Uj Iz-I1
1°g<(u—4) ) .
I = @ j=1,2,3. (27)

A€:
Uj — PO3AIACHI CHIHAAH BIA CBITAOIPHIMAda, IO BIAIIOBIAAIOTE POOOTI BIAIIOBIAHOIO
CBITAOAIOAY;

(I3;i1) i (I3;i,) — ABi AOBiABHI TOYKH ycepeAHEHOI HEAIHIHOI CTATHYHOI XapaKTEPUCTHKH
CBITAOIIpHIIMAYA.

3aaexHIcTb (27) BpaxoBy€ HEAIHIHHICTD CTATHYHO! XapAKTEPUCTHKH CBITAOIIPHIIMAYA.

Busmawarorees excrpemasbHi 3HaueHHs iHTeHCHMBHOCTEH cBitAa [;. Aad BiaciroBamms
AOKAABHHX MIHIMyMiB 1 MAKCHMyMiB, a TaKOK HH3BKOAMIIAITYAHHX IIYMIB CHIHAAY
CBITAOIIpHIIMAYa, KOKHE BH3HAYCHE MaKCHMAABHE YU MIHIMAABHE 3HAYCHHA IHTEHCHBHOCTI
CBITAQ HE 3aAFOE€THCA B PO3PAXYHKAX, AKIIIO BIHCOTA AAHOTO IIKy Ha 9aCOBHX AlarpaMax 3 000X
CTOpPIH MEHIIA 32 ACAKE 3HAYEHHA, ITIO 3aAA€TBCA 3a3AAACTIAD 1 € ImapameTpoMm Moaeal. Ha
eKCTPEMAABHICTD IIPU I[BOMY AOCAIAKYETBCA CHTHAA, IO BIAIIOBIAAE POOOTI OAHOrO
CBITAOAIOAY 3 TpbOX. SIKIIIO Ha OOpaHii 9acOBI Alarpami AOCATAE€TBCA EKCTPEMYM, TO BIH
AOCATAETBCA 1 HA ABOX IHINUX, TaK K AAHHI IEPIOAMYHUI IIPOLIEC OOYMOBAIOETHCA OAHIM 1
THM 7K€ ABHIIIEM — KPOBOHAITOBHEHHAM CYAUH.

ITo 3aBeprrieHH] 4epProBOTrO KAPAIOTIMKAY 32 BU3HAYCHUMH 3HAYCHHAME [gy i 1 I j 32
dopmyaroro (10) pospaxoByroTbcsa AOIIOMEKHI BeAmdanHH Rj, micasa goro 3a dopmyaamu (13)-
(19), (25) 1 (24) pospaxoByrOTbCA (PYHKIIOHAABHA CATypamif 1 carypaiid 3 BpaxyBaHHAM
KapOOKCHIeMOTAOOIHY.

AAf MABHINIEHHA TOYHOCTI BUMIPIOBAHb PIBEHb OKCHUICHALII KPOBI 1 4aCTOTY ceprieOnTIA

HEOOXIAHO PO3PaXOBYBATH K CEPEAHI 3HAYCHHSA 32 ACKIABKOMA KAPAIOITHKAAMEIL:

Spo, = H=L P2k, 28)
Sp0,(HbCO) = 2i=1 22O, (29)
60-(nc—1)

Pr =

YR, (tmink—tmink-1)’

(30)
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A€:
NC — KIABKICTDb KaPAIOIIHKAIB, 32 KOO 3AICHIOIOTBCA PO3PAXYHKH;
Pr — gacrora cepueburrs;

k — mopsaAkoBuit HOMEpP KapAIOIIIKAY.

PesyapTaTtn

BuxiAHmM#I  BeAMYHMHAMH MOAEAl IYABCOKCHMETpPa € HOro O4iKyBaHI ITOKa3aHH:A
dyHkIioHaApHOI cartyparii 1 carypamii 3 BpaxyBaHHAM KapOOKCHIE€MOIAODIHY, YacTOTH
cepLeOnTTA 1 Yacy BUMIPIOBAHHI.

ITepeaix ycix BXIAHHX BEAHYHH, i3 30ypEHHAMH Ha IIPOIIEC BHMIPIOBAHHA BKAIOYHO, 2
TAKOK ITAPAMETPIB MOACAL, YHMCAOBI 3HAYCHHA AKAX HEOOXIAHO 33AATH AASl PO3PAXYVHKIB,
npeacraBaei B Aoaatky (Tadiuys 7). B Moaeal BpaxOBaHO OCHOBHI 30ypeHHA Ha IIPOIIEC
BHMIPIOBAHHS, fAKI IIOASITAIOTH B PI3HUX KOHIICHTPALIAX METTEMOIAOOIHY B apTepPIaAbHIH KPOBI
ITAIIIEHTIB, PI3HUX 3HAYECHHAX MAKCHMAABHOTO IIPUPOCTY TOBIIUHU IIAPY apTepiaAbHOI KPOBI
32 OAMH KapAIOLIMKA, 4 TAKOXK B 3MIHAX IHTEHCUBHOCTI 30BHIIIHBOTO CBiTAA (Yeroshenko ma in.,
2022; Prasol ma in., 2022; Prasol i Yeroshenko, 2023). BkazaHo yMOBHI O3HAYEHHS BEAMYNH 1 IX
HOMIHAABHI 4nCcAOBi 3HaveHHsA. JacToTa cepreBux ckopodens npuitnara 60 ya/xs. Kiabkicts
KAPAIOIIMKAIB, 32 SKHMHU IIPOBOAMAMCH BUMIPrOBaHHS, NC = 5. Biacranp Bia cBiTAOAIOAY AO
ceitaonpuiimaua 7 = 1 cm. Hacrora pobotu iyascokcnmerpa f = 2000 I'o. Aosxunn xBuAD
BUIIPOMIHIOBAHHSA CBITAOAIOAIB: A1 = 660 um; A, = 940 um; A3 = 610 awm.

Ilpu BpaxyBaHHI HAfBHOCTI B apTEPiaAbHIN KPOBI IHIIHX IOXIAHHX I€MOTAODIHY €
HEOOXIAHICTD y BH3Ha4YeHHI (PpakmifiHoi caTypamii KpOBI KHCHEM, fIKa PO3PaxXOBYETbCA fAK

BIAHOIIICHHSA KOHLIEHTPALIl OKCUI€MOI'AODIHY AO 3araABHOTO BMICTY I'€MOTAODIHY B KPOBI:

SpO,(Hb) o = CHbO, - 100%, (31)

CHbO,+CHPH+CHbCOFX CHb

A€
Y.Cyp — cyma KOHLIEHTPALIH iHIINX AUCYHKIIOHAABHUX (DPAKLIH TeMOrAODIHY, B TOMY YHCAL
1 METreMOrAo0iHy;
N — IHACKC ITO3HAYAE AIFICHI 3HAYCHHA BEAUYHH, IO PO3PAXOBYIOTHCHL
AAA pO3paxyHKy caTypamiii MOMKAHMBO BHKOPHCTOBYBATH KOHIICHTPAIl ITOXIAHHX

IeMOTAODIHY, IO BUPAKEH] ¥ BIACOTKAX BIA HOI'O 3araABHOTO BMICTY:

Cupvo Cup * Cubo,%
POy 1o = 2. 100% = » +100%
p 2,in,% CHbOZ + CHbH CHb . CHbOz,% + CHb * CHbH,%
= CHboa% 400y 32

N CHbO2,%tCHDH,%

Toal 3 BpaxyBaHHAM TOIO, IO CyMa VCIX BIACOTKOBHX KOHIIEHTPAIIN ITOXIAHHX
remorao0iny Aopisuroe 100%, dpakmifina carypariisd KpoBi KHCHEM AOPIBHIOE BIACOTKOBII
KOHIICHTPAII] OKCUI€MOTAODIHY B apTeplaAbHIN KPOBI ITaIli€HTA:!

SpO;(Hb)iny = Crpo,%- (33)
3a pO3pOOACHHMH KOMITIOTEPHHUMH MOACASIMU IIPOBEACHO AOCAIAKEHHSA BIIAHBY
KOHIIECHTpPAII] KapOOKCUIEMOTAODIHY B apTepiaAbHIN KPOBI Ha ITOKA3aHHSA 3aIIPOIIOHOBAHOTO i
BIAOMOTO myAbcOKcHMeTpiB. KoHIeHTpaIio merreMorAod0iny mpuiaATo piBHOIO 0,5%0,

Aesokcuremoraobiny — 2,5%, a smima konuentpauil HbCO 3aificHIOBaAach 3a PaxyHOK
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BIAIIOBIAHOI 3MIHH KOHIIEHTpAIli OKcHreMorao0iny. Pesyapratn mpeacrtaBaeHi B AOAATKY
(Tatbauys 2).

3aaexuocti ovikyBanux noxazanb SP0,(2LED) gy, Biromoro i SpO,(HBCO) py¢ 0,
3aIPOIIOHOBAHOIO IIyABCOKCUMETPIB, 2 Takox Alficroro suadenns SP0, (Hb) iy, o, dpaxuiiinot
caryparii KpoBl KHCHEM BiA KOHLEHTpalil KapOOKCHIEMOTAOOIHY B KPOBI IIPEACTABACHHIT B
Aoaarxy (Pucyrox 3).

3aaexnocti ouikyannx nokasanb SP0,(2LED)yey, Biaomoro i SpO5(3LED) oyt 0
3AITPOITIOHOBAHOIO ITYABCOKCHMETPIB, a TAKOK AlficHoro sHadeHHa SPO0; ino, DyHKIIOHAABHOL
catypariii KpoBl KHCHEM BiA KOHIIEHTpAIli KapOOKCHIeMOrAOOIHY B KPOBI IIPEACTABACHHN B

Aonarxy (Pucyrox 4).

Ob6roBopenH:n
ADCOAIOTHA ITOXHOKA BIAOMOIO IIYABCOKCHMETPA, fIKA CIIPUYHHCHA HAABHICTIO B KPOBI
AUCYHKIIIOHAABHUX (PPAKIIH reMOTAOOIHY:
ASpO,(2LED)y, = Sp03,iny, — SPO2(HD) in9 = SPO2,in% * (Cupco + 2 Cup), (34)
a BIAHOCHA AOpPIBHIOE CyMi BIACOTKOBHX KOHIICHTPAIINl AMCYHKIIOHAABHHUX (DPAKIIH

IeMOTAODIHY:
8Sp0,(2LED)q, = “i‘gﬂ 100% = Cupcoss + X Cian.on- (35)
2,in%
ADOCOAIOTHA ITOXHOKA 3aIIPOIIOHOBAHOIO IIyABCOKCUMETPA, KA CIIPUYIHHEHA HAABHICTIO B
KPOBi AHCOYHKIIIOHAABHUX (DPAKIIIH TeMOTAODIHY:
ASp0,(HbCO)y, = Sp0,(HbCO)n 9, — SPO,(Hb)n
= Sp0,(HbCO);n o, - 2. Chp- (36)
a BIAHOCHA ITOXHOKA AOPIBHIOE CyMl BIACOTKOBHX KOHIICHTPAIINH AHC(YHKIIIOHAABHIX (DPAKIILE

IeMOTAODIHY 32 BUKAIOYCHHAM KAPOOKCUIEMOTAOOIHY:
ASpO,(HDbCO)y,
_— e . (o) —
5Sp02(HbC0)% e —— 100% = ). Cup,%- (37
PO2in%
Takum 49UHOM, BIAHOCHA ITOXHOKA 3aIIPOIIOHOBAHOIO ITYyABCOKCHMETPA 3 AOAATKOBHM
CBITAOAIOAOM, Ha BIAMIHY BiA ITOXHOKH BIAOMOIO IIyABCOKCHMETPA, HE 3aACKHTH BIA

KOHIIEHTPAIT KApOOKCUTEMOTAODIHY B apTEPIAABHIN KPOBI ITAITIEHTA.
y

3acrocyBaHHsA AOAQTKOBOTO CBITAOAIOAY i BpaxXyBaHHSA KOHIIEHTpAITil
KapOOKCHIeMOTAOOIHY AO3BOASIE 3HH3UTH A0COAIOTHY IIOXHOKY BUMIPIOBAHHSA. Pi3HUIIA
— _ _ CHpco
ASpO29 = SPOzing — SPO2(HDCO)ing, = =5 -~ — SPOzin - (38)

Pesyapratn  moaeatoBanua  (Pucynox  3)  1OKasyroTh, IO IIPH  KOHIIEHTPALUL
kapbokcureMorao6iny B 10% i HOpMaAbHOMY CEpeAHBOMY 3HAYECHHI MeTreMoraodiny B 0,5%
BIAOMHUIT IIYABCOKCHMETp BiAOOpaxye 3HaueHHA catyparii 96%. TobTo 3a pesyabraToMm
BUMIPIOBAHHSA MOKHA 3pOOUTH BUCHOBOK, ITIO IIPOOAEMH 3 HACHYCHHAM KPOBI1 KHCHEM BiACYTHI
B TOII Uac, sk Anmre 87% BiA yChOro reMOrAOOIHY KPOBI CIIOAYYEHO 3 KICHEM.

[Tokasyn 3ampPOIIOHOBAHOTO MYABCOKCHMETPA 3 AOAATKOBHM CBITAOAIOAOM, AKHI IIpH
BHUMIPIOBAHHI BPaXOBY€ KOHIICHTPAIIIO KAPOOKCHIEMOTAODIHY B KPOBI, XO4a H UYTAUBI AO
BEANYHH KOHIICHTPALIH IHIINIX AUCHYHKIIIOHAABHIX (PPAKIILI FeMOrAODIHY, IIPOTE HAOAMIKEHI

AO AIFICHOrO 3HaudeHHA Qpakiiiaoi carypamii. B curyamii, mo posrasaaersbes, odikyBaHi
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ITOKa3aHHA TaKOTO ITYABCOKCHMETPa CTAHOBAATH 80%, IO OApPa3y BKa3ye Ha IIOPYIIECHHA
ITEPEHECEHHS KHCHIO AO TKAHUH TiAQ.

3a BiAOMOIO (8) 1 3aIIPOIIOHOBAHOIO (25) 3aAEKHOCTAMH PO3PaXOBYETHCA OAHA 1 Ta Cama
BEAHYNHA — (PYHKIIOHAABHA CATypallid KPOBI KHCHEM, IIPOTE PE3YABTATH PO3PAXYHKY Pi3HI
(Pucynox 4). Lle IMOACHIOETBCA THM, IO IIPH PO3PAXYHKAX 32 BIAOMOIO (DOPMYAOIO BBAXKAETHCH,
IO B apTepilaAbHIN KpPOBI IIPUCYTHI AHIIE ABlI IIOXIAHI TI'€MOTAOOIHY — OKCH- 1
AE30KCHIEMOTAOOIH, 4 CBITAO B OO’€KTI IIOIAMHAETHCA AHIIIE IIUMU ABOMa pedoBuHamu. [1pu
PO3PAXYHKAX 32 3aIIPOITOHOBAHOIO (POPMYAOFO BPAXOBYETHCHA AOAATKOBE ITOTAMHAHHS CBiTA2
TPETHOIO ITOXIAHOIO. | ITompu Te, 10 IpU IIbOMY 9aCTKA OKCUIEMOTAODIHY TAKOK BU3HAYAETHCA
Anrre 32 (PYHKIIOHAABHUME (DPAKIIAMH, aA€ PE3YABTAT PO3PAXYHKY OAEPKYETBCHA 3
BPaxyBaHHAM KOHIICHTPAII] KAPOOKCHTEMOTAODIHY.

3a BIACYTHOCT] O3HAK YU IIPHUIIYIIECHD IIIOAO OTPYEHHS IMALIICHTA YAAHHM Ia30M 200 IIIOAO
MOKAUBOI IIABHIIEHO! KOHIIEHTpAril KapOOKCHIeMOrAOOIHY B HOIO KpPOBi AOIIABHO
BHAMIpIOBaTH (PYHKIIOHAABHY CATYPALIIO KPOBI KHCHEM. | B IIbOMy BHIIAAKYy 3aCTOCYBAHHS
3aIIPOITOHOBAHOIO ITYABCOKCHMETPA 3 AOAATKOBHUM CBITAOAIOAOM AO3BOASIE KOMIICHCYBATH
YACTHHY ITOXHOKH, fKAa BAACTHBA BIAOMOMY ITyABCOKCHMETPY 1 fIka 3yMOBACHA ITPHCYTHICTIO
KapOOKCHUTeMOTAODIHY B KPOBI.

Yac BUMIPIOBaHHA IIYABCOKCHUMETPAMH AOPIBHIOE TPHBAAOCTI KAPAIOIIMKAIB, 32 AKHMH
BU3HAYAIOTHCA caTypariii 1 9acTora ceprieOuTra. Tomy mporiec BUMIPIOBAHHSA PIBHA OKCHUTCHALT
KPOBI 3 BPaxyBaHHAM KOHLIEHTpALll KapOOKCUIeMOrAODIHY He HOTpeOy€e 30IABIICHHSA BUTPAT

Jacy.

BucaoBku

3aIpOIIOHOBAHUIT ITyABCOKCUMETP, HA BIAMIHY BIA BIAOMHX, AO3BOASIE BUABUTH 1 OIIIHUTH
3HIDKEHHA PIBHA OKCHTEHAIlli KpOBi, fIKé BHKAMKAHE INABHINEHHAM  KOHIICHTpAIIL
KapOOKCHIE€MOTAOOIHY B KpOBI IIarieHTa. BpaxyBaHHA B PO3POOACHOMY MATEMATHYHOMY
3a0€3IIEYECHHI TOTO, IO CBITAO IIOTAMHAETBCA HE TIABKA ABOMA, 4 H TPETHOIO IOXIAHOIO
IeMOTAODIHY ~ —  KapOOKCHI€MOTAOOIHOM, — IABHINYE  TOYHICTD  3AIIPOIOHOBAHOIO
ITYABCOKCHMETPA 1 IIPH BUMIPIOBAaHHI (DYHKIIIOHAABHOI caTypariil KpOBi KHCHEM.

PesyapTaTH  AOCAIAKEHHS MOJKYTH 3aCTOCOBYBATHCH IIPH  PO3POOIN TEXHIYHOIO,
MATEeMATHYIHOTO, AATOPUTMIYHOIO 1 IIPOIPAMHOTO 3a0€3II€YEHb IIYABCOKCHMETPIB, B TOMY YHCAI
1 Iy ABCOKCHUMETPIB 13 AOAATKOBHMH CBITAOAIOAAMH, fIKI BUMIPIOIOTH PIBEHb OKCHUICHALI KPOBI 3

BPaxyBaHHAM BMICTY B HIl AUC(YHKIIIOHAABHUX (DPAKIIH FeMOrAODIHY.
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Iy ABCOKCHMETPIB, 4 TAKOK AIFICHOTO 3HAYCHHS
yHKITIOHAABHOI carypaiiii KpOBl KICHEM BIA
KOHIICHTPAIIi KapOOKCHIeMOrAOOIHY B KPOBI

Tabaua 1. HomiHaAbHI 3HAYECHHA BXIAHUX BEAUYHH 1 IAPAMETPIB MOACAL IIYABCOKCHMETPA

Howmimaapme Oamauri
Beanunma :
3HAYCHHS BUMIPIOBAHHS
BxiAHI BeAnunH@:
Konnerrpania okcuremorao0iny, Crjoz: 96,5 %
144,75 r/A
8,9834-10-3 MOAB/ A
Komnrerrparia aesokcuremoraodiny, Crp: 2,5 %
3,75 /A
2,3273-104 MOAB/ A
Konnenrpania kapookcuremoraodiny, Crico: 0,5 %
0,75 r/a
4,6546-10- MOAB/ A
30yperHa Ha IpoLeC BUMIPIOBAHHA:
Komnrerrpania merremorao6iny, Chpes: 0,5 %
0,75 r/A
4,6546-105 MOAB/ A
MakcumMaAbHHIT IPHUPICT TOBIIUHM IIAPY apTepiaAbHOL
KPOBi B 00’€KTi BUMIPIOBAHHSA A Y4C OAHOIO 0,005 cM
KAPAIOLIIKAY, s
IarencuBHICTD 30BHIIIHBOTO CBITAA, L0y 0,1 MBT/cm2
ITapamerpu MoAeAi:
KoedimierTn eKCTHHKILT CBITAQ 3 AOBIKHHOIO XBHAIL A1
=660 um,
SLHIO 319,6 A/ (MOAB* M)
€1,HpH: 3227
€1,HbCO: 104,41
€1,HbMet 3706,65
KoedimierTn ekcTHHKIIT CBITAA 3 AOBKIHOIO XBHAIL A2
=940 um,
E2HOZ: 1214 A/ (MOAB"cM)
€2,HVH: 693,39
€2,HICO: 40
€2, HbMer: 3480

= 610 M,

KoedimierTn eKCTHHKILT CBITAA 3 AOBIKIHOIO XBHAIL A3

A/ (MOAB* M)




€3,Hp02: 1506

€3, HbH: 9444

€3,HbCO: 530,86

€3, HbMer: 12766,17

3araAbHa KOHIEHTpaLlis reMorao0iny, Cry: 150 r/a
9,3093-10-3 MOAB/ A

Koedimierrn mocaabaeHHA 00’ €KTOM BUMIPIOBAHHS
CBITAQ 3 AOBXKHUHAMH XBUAB A1, A2 1 A3,

K 10

Kg)zt 10

K,3: 10

HomizaapHI CTPYME CBITAOAIOAIB 3 AOBKIHAME XBHAB

M, A2 1A,

i 20 MA
2 20

7 20

Cuaa cBiTAA CBITAOAIOAIB 32 HOMIHAABHHX CTPYMIB,

Lq: 2,4

Lo 2.2 KA
Ls: 2,8

TabAura 2. PesyApTaTH MOACAIOBAHHA POOOTH IYABCOKCHMETPIB 32 PI3HHUX 3HAYECHb KOHIICHTPAILL

KapOOKCHIeMOrA0DiHy B KPOBI

SpOz SpOz SpOz SpOz SpOz

Crpo2% | CrsHo | Crscoo | Croven% 5{: Sz’ (RLED) | BLED) | (HbCO) | (HbCO) | (Hb)
out% ont% ino ot in%
67 2,5 30 0,5 96,4 94,63 95,92 67,34 60,38 67
77 | 25 20 05 | 9686 | 9563 | 9642 | 7739 | 7618 | 77
87 2,5 10 0,5 97,21 | 96,43 96,8 87,44 85,99 87
89 2,5 8 0,5 97,27 | 96,56 96,88 89,45 87,85 89
92 2,5 5 0,5 97,35 | 96,76 96,98 92,46 90,77 92
94 2,5 3 0,5 97,41 | 96,89 97,03 94,47 92,88 94
95 2,5 2 0,5 97,44 | 96,95 97,07 95,48 93,69 95
9% | 25 1 05 | 9746 | 9701 | 971 | 9648 | 9468 | 96
%5 | 25 | 05 05 | 9747 | 9704 | 9711 | 9698 | 9519 | 965
96,9 2,5 0,1 0,5 97,48 | 97,06 97,12 97,39 95,66 96,9
97 | 25 0 05 | 9749 | 9707 | 9712 | 9749 | 9573 | 97
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Abstract. The study object is the methodology of building a functionally stable information system of a
higher education institution. The study subject is the process of organizing the unified information space,
in which all information resources are uniquely identified, for the further implementation of an
information system that meets a high level of security, productivity, scalability, management, and access
to the system is provided regardless of the user’s location. The purpose is to improve the quality of
management and education in institutions of higher education through the introduction of modern
information technologies. To achieve the goal and solve the tasks, such methods as recognition methods
of information system elements and their features, methods of reconstruction of missing features of
elements in the information space, methods of graph theory and game theory are used. This paper
presents the developed methodology for building a functionally stable information system for a higher
education institution. It consists of performing two main procedures: (1) the procedure of organizing an
information system based on a single information space of a higher education institution; and (2)
procedures for ensuring the functional stability of the information system of the higher education
institution. The methodology of the procedure for the organization of the information system based on
the unified information space of the institution of higher education is based on the model of the unified
information space of the institution of higher education, methods of recognition of information system
elements, reconstruction of features of information system elements and synchronous recognition of
elements, algorithms of relationships between elements and their sets of feature values allows to increase
the effectiveness of the information system of the institution of higher education and management
decision-making. The implementation of the information system aims to optimize processes and save
resources (human, financial, informational, etc.), allowing tasks to be performed remotely while ensuring
a high level of system security and productivity thanks to ensuring the functional stability of the entire
information system of a higher education institution.

Keywords: information system of a higher education institution (IS), functional stability (FS), information
protection, SD-WAN, unified information space.
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Abbreviations:
FS — functionally stable;

IS — information system.

Introduction
The rapid development of information technologies and digitization of all processes
requires higher education institutions to use new methods of obtaining and processing
information for effective management decision-making and ensuring the reporting system of
the entire higher education institution. The solution to this issue lies in the creation of the
system, based on the concept of a single information space and provides access and processing

of all accumulated information, optimization of information interaction, improvement of the




solution of complex management tasks in connection with the improvement of the organization
of information support (Bobrov et al., 2013; Shkitsa et al., 2019; Bannon & Bodker, 1997).

Complex implementation and integration of all information systems of a higher education
institution into the unified information space, based on which a functionally stable information
system is built (Mashkov et al., 2023; Sobchuk et al., 2022), will provide, although not directly, a
significant economic effect.

Informatization and digitalization are not a source of direct income but are an additional
means of organizing the activities of the entire institution of higher education and an
opportunity to effectively ensure management decisions, regulate financial flows,
and organize the educational process (Kopiyka & Korotchenko, 2018; Storchak et al., 2017), cost
minimization, preservation of personnel potential. The remote access provision for performing
official duties is especially relevant in the conditions of the pandemic and martial law of
Ukraine when higher education employees and students are scattered over large territories.

The main benefit of the implementation of higher education institution FS IS is to improve
access to information resources of a higher education institution, both by employees and
students of higher education, improve the reporting system and operational management,
reduce the labour intensity of the implementation of the management process, i.e., reduce
management costs, regulation of financial and economic indicators, reduction of labour costs
for ensuring document circulation (Swehakov et al., 2018).

Using the educational institution’s information system based on the unified information
space will make it possible to unambiguously recognize arbitrary information from various
channels and systems and ensure its authenticity. At the same time, IS not only reduces
information processing time, but also:

e implements automatic data processing in the “request-response” mode;

e integrates the information systems of various units into a single entity;

¢ reduces manipulation of information by IS users;

e avoids duplication of data when collecting primary information and when processing it;
e improves the general exchange of information;

e provides information users access to information resources of the institution;

e increases the efficiency of information management;

e allows to reduce the number of technical personnel in various structural units.

The main requirements for the IS are the low cost of restoring the functioning of the IS
and ensuring the FS IS.

The study object is the methodology of building a functionally stable information system
of a higher education institution.

The study subject is the process of organizing the unified information space, in which all
information resources are uniquely identified, for the further implementation of an information
system that meets a high level of security, productivity, scalability, management, and access to
the system is provided regardless of the uset’s location.

The purpose is to improve the quality of management and education in institutions of
higher education through introducing modern information technologies.

Based on the set goal, the following tasks are solved in the work:
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— an analysis of modern approaches to the construction of information systems in higher

education is performed;

— a procedure for organizing an information system based on the unified information space
of a higher education institution is being developed;

— a procedure for ensuring the functional stability of the information system of a higher
education institution is being developed using a combination of methods of functional
reconfiguration of the top of the graph of the top level of the IS network hierarchy and

functional reconfiguration of the hierarchical IS network in real time;

— a methodology is being developed that will allow to effectively build a safe, productive,
scalable information system that corresponds to the specifics of the higher education
institution and the educational process.

To achieve the purpose and solve the tasks, such methods as recognition methods of
information system elements and their features, methods of reconstruction of missing features
of elements in the information space, methods of graph theory and game theory are used.

In today’s conditions, more and more diverse software, applications, technologies, and
information services for the high-quality functioning of the information system of a higher
education institution are appearing. However, on the other hand, restrictions on access to
information are often imposed depending on the structural unit to which it belongs. That is, in
the vast majority of information systems, even in one institution of higher education, they
function in isolation, primarily in the interests of a separate structural unit (Bobrov et al., 2013).
This causes the following:

e  difficulties in accessing and exchanging information;

e the need for optimization during the collection and processing of information from the
primary source;

e non-rational use of funds for operational costs.

The solution to these problems consists in the creation of the unified information space
that provides access and processing of all accumulated information, optimization of information
interaction, improvement of the solution of complex management tasks in connection with the
improvement of the organization of information support (Shkitsa et al., 2019; Storchak et al.,
2017). That is, the unified information space is a union of databases, information systems and
information networks, technologies for their operation, which function and are organized
according to unified rules, methods, approaches and provide information interaction between
territorially distant centers and systems.

The unified information space consists of (Bannon & Bodker, 1997):

e information resources belonging to different databases and stored on different media;

e organizational structures that perform the collection, processing, storage, distribution,
search and transfer of information for the expansion and stable functioning of the space;

e information technologies and means of their interaction, which provide access to
information resources.

The unified information space concept provides (Zavgorodnii et al., 2021; Zavgorodnii et al.,
2019) that information resources include information system data and applications implemented

as part of information processing methods. At some levels, other information systems may be
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available to them. At the same time, applications can act as clients and servers for each other
and jointly solve some tasks. As a result, information resources are used much more efficiently
since there is an optimal balance between software and hardware load, and the costs of
management, maintenance and modification of the system as part of the unified information
space are reduced since information and methods of their processing are localized within a
specific IS.

Cloud networks are a convenient and reliable tool for organizing work in the unified
information space (Basu ¢t al., 2020; Lemeshko et al., 2020).

In addition, in the concept of the unified information space, one of the main criteria is a
high level of security, fault tolerance and reliability that meets international standards (Sobchuk
et al., 2027). Ensuring the functional stability of the information system against destabilizing
factors and conflicts in the system that lead to failures in the functional processes of the
information system consists in ensuring the ability of the system to preserve or restore certain
functions over a long period of time (Mashkov et al., 2023; Sobchuk et al., 2022).

Methods for ensuring a high security and fault tolerance level were developed in (Zawrii et
al., 2024), the essence of which consists of choosing the optimal strategy for continuing to
perform tasks under the influence of destabilizing factors, a complete search of configurations
in the hierarchical network of the information system of a higher education institution, and the
redistribution of network resources based on game theory.

The research presented in this work is a logical continuation of scientific research
conducted in (Zammii et al, 2022, Zamrii & Vyshnivskyi, 2022; Zamrii et al., 2024) and consists of
the development of a methodology for building a functionally stable information system of a
higher education institution based on the processes of organizing the unified information space
and ensuring the functional stability of the information system by means of reconfiguration of

virtual networks in virtual cloud environments.

The results of the study

The methodology for building an FS IS consists of combining all organizational structures,
information resources and external information influences for the IS organization based on a
single information space of a higher education institution, systems, technologies and methods
to ensure the functional stability of the IS. Using Prisma Access and Prisma SD-WAN software-
defined WAN for this purpose (Basx et al., 2020; Lemeshko et al., 2020), the components of the
Aruba SD-Branch solution are limited to a set of Aruba products that provide the ability to
deploy and maintain the network, namely: Aruba Central; Aruba ClearPass; Aruba Headend
Gateways of the Aruba 7200 series; Aruba Virtual Gateways; Aruba branch gateways (Aruba
Branch Gateways — BGW) of the Aruba 9000, 7200 and 7000 series; Aruba Access Switches
2930F, 2930M, 3810M and 5400R; Aruba access points (Aruba Access Points) models Aruba
AP-5xx (dual APs 802.11ax Wi-Fi 6), and models AP-3xx (dual APs 802.11ac Wave 2 Wi-Fi 5).

After performing the procedure of organizing the information system based on the unified
information space of the institution of higher education, it is necessary to provide FS IS. In this
way, the FS IS construction procedure will be divided into two parallel procedures:
(1) IS organization procedure based on the unified information space of a higher education

institution.




(2) FS IS provisioning procedure.

We will describe each of the procedures in more detail.

IS otganization procedure based on the unified information space of a higher
education institution

The stage of input elements recognition.

It is intended for updating and adding new input elements to the unified information space
using the input element recognition method, that is, performing a step-by-step analysis of the
set of features of each input element and their connections. At the stage of input elements
recognition, the following steps are performed:

Step 1. Reading by the utility of a set of values to establish the characteristics of the input
element for a unified presentation in the unified information space.

Step 2. The element recognition by using the synchronous recognition method, i.e.,
simultaneous search and comparison in all information spaces of the set of values corresponding
to the input element. This method is described in detail in (Zamrii & Vyshnivskyi, 2022).

St7¢p 3. The recognition results analysis: if, as a result of the study, a similar set of attribute
values is found in the unified information space, then the input element is considered recognized
and already added to the unified data store. If an identical set of feature values is not found in
the unified information space, then the input element is considered new.

Step 4. Updating the unified information space by adding a new element to the unified data
store and establishing relationships with other elements of the unified information space.

The procedure for organizing an information system based on the unified information
space of a higher education institution directly depends on the flow of information, both inside
the information space and from the outside. This is because the effectiveness of IS functioning
in conditions of uncertainty depends on the promptness and quality of the information received.
Therefore, information resources are of fundamental importance for the IS organization and its
further development.

IS is organized based on the unified information space, creates an environment for prompt
use of reliable information regardless of the user’s location and without time restrictions, and

the information itself is of fundamental importance for the functioning and support of IS.

FS IS provisioning procedure

The stage of security functions analysis and use.

At this stage, input data is determined and the vertices of the IS network hierarchy graph,
which are unable to function fully under the influence of destabilizing factors (malfunctions,
failures, lack of resources, attacks, etc.), are identified. To eliminate problems, the Prisma Access
infrastructure is used to bypass faulty connections in the IS network.

If the problem is eliminated and all tasks assigned to the IS network are completed, the
procedure for ensuring functional stability ends. Otherwise, it is necessary to proceed to the
next stage.

The stage of determining the characteristics.




Step 1. With the help of reading by the IS controller, the values for the execution periods
of the server and user algorithms J¢, Ji, the execution time % and the multiplicity of execution
k are determined to fulfill the condition:

T =1, + kT

The periods and execution time of the specified algorithms are shown in the appendix
(Figure 7).

Step 2. For each function f, the following are defined:

So(ag) is the best decision scenario;

S(aﬁ) is a weighting factor that allows the controller to determine the priority of the performed
functions in the system;
Qo (aﬁ) is a limitation in the case of a partial loss of productivity.

For the objective function of the top-level vertex of the IS network hierarchy, the

maximization of the wins in each of the strategies and the minimization of the constraints will

be:

F(ag)) = Z ayj ((50(%') - Sm(afi)) x 8(ay;) + QO(afj)> - min.

Methods B; are functional reconfiguration of the top of the graph of the top level of the
IS network hierarchy and B, are functional reconfiguration of the hierarchical IS network in
real time are being configured. A detailed study of methods By and B, are presented in the
collective work of I. Zamrii, V. Vyshnivskyi and V. Sobchuk (Zawzrii et al., 2024).

Step 3. 9¢, Ty, e, k are determined at the current time to adjust the order of application and
execution time of the methods.

Step 4. Selection of the o value of partial IS productivity:

Qo (ag) = Qo (ag) + ax Qi (ag)-

Stage of implementation of methods.

To eliminate a malfunction in the system at the implementation stage, three options for the
development of events are possible:

Option 1. Application of the B; method of functional reconfiguration of the top of the
graph of the top level of the IS network hierarchy.

Option 2. Application of the B, method of functional reconfiguration of the IS hierarchical
network in real time.

Option 3. Parallel application of both methods of functional reconfiguration of the
hierarchical IS network in real time B; and functional reconfiguration of the top of the graph
of the top level of the IS network hierarchy B;.

After the deployment of events according to one of the scenarios, the level of functional
stability of the IS is evaluated at the current moment in time using the SD-WAN cloud
controller.

If, after assessing the level of functional stability of the information system with the help
of the SD-WAN cloud controller, it was determined that the fault tolerance of the information

system network of the higher education institution is ensured, then the procedure is completed.




In the opposite case, there is a return to the stage of determining the characteristics to adjust
the values of I¢, Ty, £, k and .

The methodology of building a functionally stable information system of a higher education
institution can be presented as shown in the appendix (Figure 2).

Therefore, the methodology of building a functionally stable information system of a higher
education institution is based on the use of the unified information space and consists of the
joint implementation of methods and techniques for ensuring the functional stability of the
information system network to spread the property of functional stability to the entire system.

Thus, due to the implementation of two main procedures, the functional stability of the

entire information system of the higher education institution is ensured.

Discussion
War constantly creates new dangers and generates new challenges that require quick
adaptation and flexible approaches to solving problems. The implementation of the information
system will make it possible to relieve people, optimize processes, and save resources, allowing
tasks to be remotely performed while ensuring an increased level of security and productivity of
the system thanks to ensuring the functional stability of the entire information system of the
institution of higher education. Such an approach, subject to compliance with the developed

methodology, can be applied to the functioning of other critical structures.

Conclusions

The effect of a functionally stable information system of a higher education institution is
to increase labour productivity, i.e., to reduce work time. According to estimates, if the use of
the system is extended to all tasks, it can be predicted that half of the employees’ working time
will be freed from unproductive time-consuming tasks.

A characteristic feature of increasing informatization in the institution due to the use of IS
is that the more time and money is spent on the system, the higher the economic benefit from
its use. If all processes are defined, identified and adjusted at the design and implementation
stage of IS IS due to the selection of a software-defined network, increased information
protection and management, then the time and costs of future operations can be significantly
reduced, especially at the level of divisions, services and employees.

Thus, FS IS implementation reduces the costs of organizing effective interaction between
all units, simplifies information exchange, and document flow, and reduces the time required to
complete tasks. At the same time, a high level of system security and productivity is ensured due
to ensuring the functional stability of the entire information system and the possibility of remote

work for deploying branches in different countries and even continents.
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The influence of the working cell geometric parameters on electrochemical 3D
printing accuracy

Abstract: The main technological parameters of electrochemical 3D printing are the rate of metal
deposition and resolution. Electrochemical 3D printing resolution can be characterized by the ratio
between the estimated metal deposition area width and the working electrode-anode diameter. In this
work, the influences of the diameter of the working electrode-anode and the inter-electrode distance on
electrochemical 3D printing accuracy have been investigated. The purpose of the study was to establish
the influence of electrochemical cell geometric parameters’ ratio on electrochemical 3D printing
resolution. The author used the sources of Ukrainian scientists such as R. Babchuk, V. Vorobyova, O.
Linyucheva, M. Kotyk, G. Vasyliev and foreign researchers such as K. Bouzek, K. Borve, O. Lorentsen,
K. Osmundsen, I. Rousar, J. Thonstad, M. Rafiee, R. Farahani, D. Therriault and others. It was shown
that the smaller the diameter of the anode (dielectric capillary) and the greater the distance from the
anode dielectric housing edge to the surface of the cathode (interelectrode distance), the wider the metal
deposition area. It was found that the larger the working electrode diameter, the larger the inter-electrode
distance can be used to ensure the required electrochemical 3D printing resolution.

Keywords: electrochemical 3D printing, resolution, anode diameter, interelectrode distance.
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Briaus reomeTpuyHHX napamMeTpiB po6040i KOMipKH HA TOYHICTE €AEKTPOXIMIYHOTO
3A ApyKy

Amnomayin: OCHOBHIMH TEXHOAOITYHIMH IIAPAMETPAMU E€AECKTPOXiMidHOTO 3A APYKY € IIBHAKICTH
HAIIIAPYBAHHS METAAY Ta PO3AIABHA 3AATHICTB. PO3AIABHA 3AATHICTD €ACKTPOXIMIYHOTO 3A-APYKY MOXe
OyTH OXapaKTepH30BaHA CIIBBIAHOIICHHAM MDK IIHPHUHOIO OLIHOYHOI OOAACTI OCAAKEHHS METAAY T4
AlaMETPOM PODOYOTO EAEKTPOAA AHOAA. Y AAHINA POOOTI AOCAIAMKEHO BIIAUB AIAMETPOM PODOYOrO
EAEKTPOAA AHOAA Ta MDKEAEKTPOAHOI BIACTaHI Ha TOYHICTH eAekrTpoximiwHOro 3A Apyky. Meroro
AOCAIAYKECHHSA OYAO BCTAHOBUTH BITAHB CITIBBIAHOIIICHHS T€OMETPHYHHX IIAPAMETPIB €ACKTPOXIMITHOL
KOMIPKH Ha PO3AIABHY 3AATHICTB €ACKTPOXIMITHOrO 3D APyKy. ABTOP BUKOPHCTAB AKEPEAA YKPATHCHKIX
BUYeHUX, Takux AK P. baOuyk, B. Bopobiiosa, O. Ainrouesa, M. Koruk, I'. Bacuabes, Ta 3apyOLKHEX
asocaiaaukiB, Takux sk K. bBysex, K. bopse, O. Aopenren, K. Ocmynaces, 1. Pycap, Ax. Torcraa, M.
Padie, P. Papaxani, A. Teppio Ta in. [Tokasano, mo 9uM MEHIINM € AlaMeTp aHOAZ (AIEACKTPHYIHOIO
KOpITyCy) 1 OIABIIOIO BIACTAHB BiA KParO AICACKTPHYHOIO KOPIIyCa aHOAA AO IIOBEPXHI KATOAQ
(MDKEAEKTPOAHA BIACTAHB), THUM IHPIIOI € OODAACTh OCAAKEHHA MeTaAy. BcraHoBaeHO, IO 49nm
OiapmmM € AlaMeTp PODOYOrO E€ACKTPOAQ, THM OIABIIOIO MO)KE OYTH BHKOPHCTAHA BEAHYHHA
MDKEAEKTPOAHOI BIACTaHI 3 METOFO 3a0e3IIedeHHs HEOOXIAHOI PO3AIABHOI 3AATHOCTI €AEKTPOXIMITHOIO
3A Apyxy.

Karouosi crosa: enexrpoximiuamii 3/ APyK, PO3AIABHA 3AQTHICTB, AlAMETP AHOAQ, MIKEACKTPOAHA
BIACTAHb.
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The electrochemical type of the latest additive 3D printing technology is characterized by
energy efficiency and environmental safety and makes it possible to obtain metal products with
unique properties (Rafice et al., 2020; Chen et al., 2017). The main technological parameters of this
process are metal deposition rate and the accuracy or resolution. Electrochemical 3D printing
resolution is determined by the characteristic size of the metal deposition zone directly under
the working electrode-anode. The resolution (Babchuk et al., 2024) is determined by the
properties of the electrochemical system regarding the redistribution of the current on the
surface of the cathode on which electrodeposition is performed. In particular, when the
electrolyte is supplied under pressure (3D printing apparatus. .., 2024), it causes an expansion of
electric current distribution area on the cathode surface contributing to the expansion of metal
electrochemical deposition area and a decrease in the resolution of 3D printing. A decrease in
the throwing power of the electrolyte, on the contrary, contributes to an increase in the
localization of metal deposition and, as a result, to an increase in resolution (I asyliev et al.,
2021a). To limit current spreading area during electrochemical 3D printing, the working
electrode-anode arrangement is often used in the dielectric capillary.

Most often, the current distribution in the electrolyte is secondary and depends both on
the cell geometric parameters and the electrode reaction characteristics, namely, first of all, the
cathode polarizability — the value corresponding to the cathodic polarization curve slope (Boxzek
et al., 1995; Electrode growth. .., 2015). During copper electrodeposition, the current efficiency
approaches 100%, so the metal distribution is consistent with the current distribution on the
cathode surface. This, accordingly, makes it possible to conduct model studies with greater
accuracy (Vasyliev et al., 2021a). 1f the same electrolyte with fixed known physicochemical
parameters is used in research, electrochemical 3D printing resolution will be affected by such
system geometric parameters as the working electrode-anode diameter and the distance between
the edge of the anode dielectric capillary and the cathode surface (interelectrode distance).
Establishing these parameters’ correlation influence on electrochemical 3D printing resolution
is a significant scientific and technical task.

Thus, the purpose of this work, based on model studies, is to establish the influence of
electrochemical cell geometric parameters’ ratio on electrochemical 3D printing resolution.

Based on the purpose, the following tasks were identified:

— conduct modeling of the metal electrodeposition process during electrochemical 3D
printing;

— investigate the electrochemical cell geometric parameters influence on electrochemical 3D
printing accuracy.

The considered literary sources are devoted to the basic technological principles of the
implementation of metal products electrochemical 3D printing method. In particular, the
influence of the electrochemical cell geometric parameters and the electrochemical system
properties on the metal distribution uniformity during electrodeposition have been considered.
An analysis of factors influencing the resolution of electrochemical 3D printing was performed.
The author used the sources of Ukrainian scientists such as R. Babchuk, V. Vorobyova, O.
Linyucheva, M. Kotyk, G. Vasyliev and foreign researchers such as K. Bouzek, K. Borve, O.
Lorentsen, K. Osmundsen, I. Rousar, J. Thonstad, M. Rafiee, R. Farahani, D. Therriault and

others.




Research methodology

The COMSOL Multyphysics 4.3 software was used to model the influence of the 3D
printer electrochemical cell geometric parameters on the locally electrodeposited fragment
profile and, accordingly, electrochemical 3D printing resolution. Long-term copper deposit
growth model was used (Electrode growth. .., 2015). Based on the model’s geometric parameters
modification, electrochemical 3D printer working cell model (I asyliev, et al., 2022; 1 asyliev, et al.,
2023; Ushchapovskyi et al., 2022; 1V asyliev et al., 2021b) was developed in the appropriate software,
presented in Appendix (Figure 7).

According to the corresponding model, calculations and the profile of the copper deposit
long-term growth on the working cathode surface were performed (Figure 1, position 1).
Calculations were performed to achieve a maximum height of the deposit growth profile of 100
um. The simulation was performed for the following values of the relevant parameters. The
distance between the cathode surface and the anode dielectric capillary edge (I), mm: 0,1; 0,5; 1.
Anode diameter (D), mm: 1; 4; 6. The parameters of the selected electrochemical system were
as follows. A copper sulfate electrolyte was chosen for modeling, for which the slope of the
cathodic and anodic polarization curves corresponded to 1000 mA-cm™V™; the electrical

conductivity of the electrolyte was 0,08 S/cm.

Research results

To achieve the idealized maximum electrochemical 3D printing accuracy, locally
electrodeposited object model profile should be rectangular (Ushchapovskyi et al., 2022).
However, due to the peculiarities of the current distribution in the electrochemical cell, as was
shown earlier (IVasyliev et al., 2021a; 1V asyliev, et al., 2022; 1 asyliev, et al., 2023), it approaches the
parabolic one. The results of model studies on the influence of the working electrode-anode
dielectric capillary width and the distance from the corresponding capillary edge to the cathode
surface on the metal local electrodeposition area width are shown in the Appendix (Figure 2). As
can be seen from this figure, the smaller the diameter of the anode (dielectric capillary) and the
greater the distance from the anode dielectric capillary edge to the cathode surface, the wider is
metal deposition area and the larger is the metal deposit growth profile deviation from the
idealized (rectangular) shape. For the purpose of quantitative assessment and establishment of
relevant regularities, the following was adopted in this work. The metal deposition area
estimated width (W) was determined under the condition that the deposit growth profile height
corresponds to 10% of the maximum height of the profile of the locally electrodeposited
fragment of the metal deposit and in this case is 10 pm. For convenience, the ratio between the
metal deposition evaluation region width and the anode diameter — W /D — was adopted in this
work as a criterion that allows for a quantitative assessment of geometric parameters influence
on electrochemical 3D printing resolution. The W /D dependences on the distance between the
working electrode-anode dielectric capillary edge and the cathode surface [ for different values
of working electrode-anode diameters D are presented in the Appendix (Figure 3).

Thus, the following can be summarized from the studies presented in (Figure 2; Figure 3).

To focus the electric field and narrow metal deposition region, the distance /between the anode




dielectric capillary edge and the cathode surface during local electrochemical deposition must
remain constant and acquire the minimum possible value. Based on the data shown in the
Appendix (Figure 3), the dependence of the minimum possible values of W /D depending on
the working electrode-anode diameter D was obtained under the condition that I — 0 (Figure
4). If it is assumed that the value W /D = 1.25 cotresponds to the maximum value of the
relative error permissible for engineering calculations of 25%, the dependence of the optimal
distance between the dielectric capillary edge and the cathode surface /on the working electrode-
anode diameter D corresponds to the following in the Appendix (Figure 4). Thus, it can be
concluded that the latger the value of D, the larger the value of [ can be applied to provide the

necessary electrochemical 3D printing resolution.

Discussion
Electrochemical 3D printing resolution determines the characteristic size of the created
object, just like its quality and compliance with geometric parameters. With electrochemical 3D
printing in an electrolyte solution, the resolution will be increased by focusing the electric field
in the interelectrode space. For this, the electrolyte composition selection, just like the variation
of the working electrode geometric parameters, can be used. Further research in this direction
may be aimed at investigating the influence of the current mode, and in particular, the pulse

mode, on metal product electrochemical 3D printing accuracy and quality.

Conclusion
The effect of the main electrochemical cell geometric parameters on electrochemical 3D
printing resolution has been investigated. A regularity describing the correlation between the
working electrode diameter and the interelectrode distance was established. It has been shown
that the larger the working electrode-anode diameter and the smaller the inter-electrode
distance, the smaller the metal deposition area relative expansion and the higher electrochemical

3D printing resolution.
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Socio-psychological characteristics of sociopaths in relationships

Abstract: The relevance of the problem under study lies in the controversial issue that modern
psychologists and psychotherapists are trying to solve: antisocial personality disorder is caused by
heredity or is it the result of negligent upbringing? A sociopath has difficulty adapting to society, ignores
the norms and rules of society, and has a low development of emotional intelligence. Given deviant
behaviours, people with such a mental disorder are prone to breaking the law and committing serious
crimes, so such people can be dangerous to others. Thus, the purpose of this study is to examine the
manifestation of the personal characteristics of a sociopath in relations with the environment. The main
method that was used to examine this problem was a psychological experiment, through which it was
possible to comprehensively consider the characteristic features of sociopaths and analyse the main types
of attachments. The main result of the study is proving that a certain parenting style in infancy activates
the inherited gene of this mental illness. The study also presents the criteria by which it will be possible
to quickly establish the diagnosis of antisocial psychopathy. The main prerequisites for the development
of sociopathy are covered and the features of their manifestation in adult life are identified. The use of
techniques as the most successful diagnostic tools for investigating the psychological phenomenon stated
in the subject of the study is justified. In practical terms, the materials of the study allow expanding the
context of sociopathic diseases. In clinical practice, specialists will be able to improve the treatment
protocol: from the very beginning of therapy, it is necessary to consider negative childhood experiences,
difficulties in socialisation and emotional regulation. Given the specific features of building relationships
of a sociopath with other people, this study highlights the importance of forming a collaborative, well-
defined therapeutic relationship that is key to the recovery of a patient. The study also notes the need
for preventive measures by the social service among parents, during which the significance of a
harmonious family environment and parent-child relationships are highlighted.

Keywords: personal mental disorder; psychopathy; psychotraumatic factor; personality of the patient;
antisocial behaviour.
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Introduction

According to the International classification of diseases ICD-10, sociopathy is a type of
psychopathology characterised by impulsivity, irresponsibility, and often criminal behaviour
(International classification. .., 2021). In the middle of the 19™ century, the antisocial disorder was
considered moral insanity, later it was attributed to psychopathy (Boghik, 2020). There are few
thorough studies on personality psychology and sociopath behaviour patterns, and most often,
these observations provide a collective portrait of personality disorder. It can be difficult to
involve an ardent sociopath in the study, so documented cases of successful treatment or
correction of sociopathy are not enough to formulate a treatment protocol from them. In
addition, the final diagnosis can be made only after 18 years. Today, sociopathy is an object of
research by psychotherapists, psychologists, and criminologists. The latter are interested in
sociopaths because such people are good manipulators, indifferent to the environment and their
feelings, they perceive the world as a means to achieve their own goals, which makes them

potential criminals (Purse, 2022).




The study of the causes of this disease was conducted by E. Zaredinova (Zaredinova, 2020),
D.J. Lieberman (Lieberman, 2022), .. Hachak-Velychko and O. Rolyuk (Hachak-1"elychko &
Robhuk, 2020). The most common opinion of researchers is that a child inherits an antisocial
personality disorder, especially when both parents had a mental illness in the family. Another
factor contributing to the development of antisocial psychopathology is psychological trauma
in childhood and physiological brain damage (Horkovska, 2022). In the studies of M.
Zimmerman, 4% of people are diagnosed with sociopathy, and most of them are men
(Zinmmerman, 2022). They have a special style of communication — unpredictable, there is risk in
their actions, disregard for external circumstances, feelings and emotions of others.

K.A. Fisher and M. Hany state that one in three out of a hundred people suffers from
antisocial personality disorder (Fisher & Hany, 2022). According to researchers, one of the main
reasons for the development of sociopathy is the stress that a child experiences in early
childhood while in an incomplete dysfunctional family. Children from such families can become
victims of physical or sexual violence, and the parenting style with an unstable psyche leads to
a sense of danger and distrust of the world. However, the authors have positive results in
treating sociopaths and believe that the disease can be eliminated through competent
psychotherapy or independently. About a third of the subjects lost their antisocial behaviour by
having a long-term, harmonious relationship with a mentor.

The diagnosis of sociopathy is outdated in scientific circles, so in the modern theory of
psychology, the term antisocial personality disorder is used. A psychiatrist can make such a
diagnosis if during the diagnosis it was possible to identify the following signs: high self-esteem,
high level of aggression, demonstrativeness, exalted accentuation of character, lack of empathy,
a tendency to delinquent behaviour, a low level of ability to form an attachment to people. While
the first four signs can occur in any type of psychopathy, the last three are substantial signs of
sociopathy. Victims of sociopaths describe them as charismatic, attractive, idealising their
behaviour until the first cases of humiliation, insults, and accusations. A characteristic feature
of sociopaths is manipulation; they use other people to meet their own needs. 1. Fragkaki et al.
analysed the ability of sociopaths to establish close relationships (Fragkak: et al., 2019). Given
how easy and simple it is for sociopaths to make acquaintances, they don’t have a truly long-
term and close relationship with anyone, not even their family. Researchers consider their
pathological lies, disregard for their own safety and the safety of others, cases of repeated
violations of the law, and the commission of serious crimes to be the main obstacle to
establishing close relationships.

According to the above information, the purpose of this study is to develop measures for
the timely identification of signs of a sociopath, followed by the provision of qualified

psychotherapeutic assistance.

Materials and Methods
In the course of the study, the following theoretical research methods were used: analysis,
synthesis, concretisation, and generalisation of scientific-methodological literature on
psychology, psychotherapy, criminology. Among the diagnostic methods used were
questionnaires, psychological observation, interviews, and psychodiagnostic. In the course of

the empirical part of the experiment, the following psychodiagnostic methods were used: a
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multifactorial personality study by R. Cattell, the method “The past. The present. The future”,
the method of portrait choices by L. Szondi, diagnostics of interpersonal relations by T. Leary
(modification of L.N. Sobchyk), and the “Experiences in Close Relationships” technique. Using
the methods of mathematical statistics and graphical representation of the results, data
processing was conducted, and theoretical and practical conclusions were summarised.

A clinical and anamnestic analysis of the medical history was conducted from the control
cards of dispensary care for a patient with a mental disorder to achieve the goal set in the study
and implement the tasks. In total, the experiment involved 80 people aged 18 to 21 years (30 —
female and 50 — male), who had a general diagnosis of “personality disorder”. Group 1 included
46 people from the sample who were brought to criminal responsibility and underwent a
forensic psychiatric examination. Group 2 included 34 people who have no history of
committing criminal acts, but the clinical picture of these patients shows aggressive tendencies.
All patients were analysed for the absence of somatic diseases and signs of physiological brain
damage.

During the empirical study, all the components of a clinical and psychiatric examination
were applied: questioning, external examination, observation of behaviour, and analysis of
objective signs of a disorder or features of a mental state. After collecting all the necessary
information, a psychodiagnostic block was started. The survey was conducted over three
months. Method of multifactorial research of the personality by R. Cattell was used to assess
the individual psychological characteristics of the patient. The raw scores that were obtained
from the responses were converted to the scales, and then the combination of a pair of primary
factors and their value level (high, medium, low) were determined by the highest indicators. The
methodology “The past. The present. The future.” was used to examine the temporal and spatial
organisation of consciousness. Fach respondent was asked to draw the past, the present, and
the future on three sheets of paper, after which it was necessary to explain the meaning of the
drawing. Responses were recorded by the values of personal content, meaning, and subject
content. The method of portrait choices of L. Szondi was used to test the ability to adequately
understand and differentiate the emotional state of other people. Using this method,
respondents were offered photos of a group of people with different moods. The subjects had
to correlate them by emotion. All elections of respondents were recorded in the protocol.
Methodology for diagnosing interpersonal relationships by Leary (modification of L.N.
Sobchyk) was used to examine the ideas of the subjects about themselves and the ideal “Self”,
and to examine relationships in small groups. Depending on the obtained indicators, the types
of attitudes toward others in both groups were distinguished. The “Experiences in Close
Relationships” method is aimed at investigating specific attachment relationships inherent in

childhood: avoiding intimacy, fear of abandonment, and striving for closeness.

The Results of the Study
Modern research in psychopathology is aimed at investigating mental disorders that were
formed in childhood. In this issue, the researchers were divided into two groups: those who
consider biological factors to be the driving factor in the development of the disease, and those
who consider the influence of social factors the cause of the development of the disease.

Proponents of biological factors indicate that the basis for the development of sociopathy is
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genetic, constitutional, anatomical, or physiological factors, namely: low reactivity and
excitability of the nervous system, the predominance of the “run” reaction to danger, delayed
development of brain structures due to damage or dysfunction of the brain, violation of
biological processes in the perinatal period of fetal development.

Representatives of the behavioural approach prove that the social environment has a
substantial impact on the development of a personality of a sociopath. Especially the style and
quality of the parent-child relationships: hostility, cruelty, and the presence of alcohol and drug
addiction in parents. First of all, it is believed that the lack of object relations is a substantial
factor in the fact that a person becomes a sociopath. While the infant is extremely dependent
on the mother and father, object relationships act as an appropriate template through which the
child’s feelings, beliefs, and expectations are determined. Consequently, the internal object
world of the child substantially affects their interaction with people and reality in general. That
is, children with somatic diseases do not necessarily have to become sociopaths, but children
with unreliable attachment in infancy are at risk of developing sociopathy. That is why patients
of the psychiatric department with somatic diseases did not take part in this study. Results of
diagnostics using the method of multifactorial personality study by R. Cattell are shown in the
tigure (Figure 7).

From Figure 1, it can be concluded that 74% of people from group 1 who were subject to
criminal proceedings are characterised by irresponsibility, flexibility in relation to social norms,
disregard for moral values, regulation of behaviour under the influence of circumstances, and a
tendency to antisocial manifestations (G- scale). 73% have a sufficient level of intelligence on
the B- scale (concreteness, rigidity, and reduced efficiency of thinking, difficulties in solving
abstract problems, insufficient level of general verbal culture), half of the subjects of the first
group are prone to patronage, have a changeable mood (I+ scale). Practicality, everyday
aspirations, and limited imagination (M- scale) is inherent in 73% of people in group 1. On the
F+ scale, 51% of respondents from group 1 have a high level of expressiveness, however, such
a high level of importance of emotional relationships with people is manifested due to the
tendency of patients with sociopathy to attract attention to themselves. Paranoid tendencies, a
high degree of suspicion, uncertainty, and tension (L+ scale) are inherent in 74% of respondents
from group 1. On the O+ and Q4 + scales, 74% of patients have high levels of anxiety and
tension, respectively. Patients with personality disorder from group 2 have some traits of
individuals from the first group on the I+ and L+ and O+ scales (emotional softness,
paranoiality, high level of anxiety). However, on the F- scale, such patients are characterised by
prudence in choosing a communication partner, pessimism, and restraint in expressing
emotions. Conformism on the QQ2- scale is a characteristic feature of a group of respondents
who committed criminal acts.

Aggressiveness, hostility, and malice can often be symptoms of pathopsychological
changes. Such symptoms were detected in respondents from group 1 during anamnestic analysis
and psychodiagnostic examination of individual psychological characteristics of the individual.
Due to the lack of timely examination and lack of competent therapy, the development of these
symptoms leads to a mood disorder, which is manifested by tension with an angry-mournful

affect, irritability, which develops into outbursts of anger with aggression. Confirmation of this




opinion is reflected in the results of psychodiagnostics using the method of interpersonal
relations. Leary (modification of L.N. Sobchyk) (Tuble 7).

Consequently, it is these types of interpersonal relationships that predominate among
patients with sociopathic personality disorder, as shown in Table 1. Namely, aggressive (100%0)
and egoistical (100%). It is worth noting that the responsible-generous (altruistic) type of
interpersonal relationship is a sign of a pathological tendency to lie, a kind of “mask” that the
patient uses to hide their manipulative way of communicating. In group 2, aggressive (98%) and
egoistical (95%) types of interpersonal relationships also predominate among those who were
not prosecuted. However, they are also characterised by authoritarian (98%), suspicious (96%),
and the latter was the most pronounced type of interpersonal relationships for which the highest
number of points was chosen (13-16), that is, respondents of the second group perceive the
world as hostile and try to stay away, subject everything to doubts. These results indicate that
patients in group 2 do not have a tendency to sociopathy, but they are characterised by other
types of personality disorder. Results of psychodiagnostic examination according to the method
“The past. The present. The future.” are presented in the table (Table 2).

The results of the experiment shown in Table 2 indicate that patients with sociopathy
(group 1) have a limited emotional field, which causes certain difficulties in the subjective
perception of reality (only 6% of respondents were able to explain the content of the figure
“The Past” and “The present”). None of the respondents could explain the personal content of
the drawings. The overwhelming majority of respondents stated the presence of the depicted
objects in the drawing (subject content). For example, to the question “What is shown in this
drawing?” they gave the following answers: “a tree, a house, a person, an animal. The question:
“What do they mean to you?” could not be answered by none of the study participants who
were once brought to criminal responsibility. This is explained by the fact that in the process of
forming images in the minds of sociopaths, they lose the individual-semantic component of the
object, their emotions go beyond awareness and the patient cannot give indirect subjective
meanings to the object. In simple words, the cognitive field falls from the emotional field into
dependence, which leads to affective reactions.

In the intellectual actions of a sociopath, there is no basis for the meaning of a mental
image, especially when it comes to the future, that is, they are not able to integrate accumulated
experience, adhere to social norms, predict, and plan. Consequently, the inability to regulate
one’s behaviour in accordance with the requirements of society leads to a violation of critical
thinking and mediation. In this connection, the existence of content-forming motives becomes
impossible, the behaviour of sociopaths is controlled by stimuli. Any hierarchy of motives in
this case is impossible, such people are aware of the world through specific things and
circumstances.

Thus, difficulties in recognising one’s own emotions and observing social norms lead to
inadequate differentiation of other people’s emotional states, which makes sociopathy the most
dangerous type of pathology. For comparison, the diagnostic results of group 2 in Table 2 are
presented. A small number of patients with various types of personality disorders are still able
to integrate their own experience, have the ability to empathise, and tend to adhere to social
norms. Confirmation of the above is demonstrated by the results of diagnostics of the method
of portrait choices by L. Szondi (Table 3).




At the end of the diagnosis, the results of which are presented in Table 3, quantitative
analysis of the data showed that sadism-masochism manifests itself in 98% with a tendency to
s+, that is, in patients from group 1, such painful signs of the factor as sadism and antisocial
behaviour with violent manifestations predominate. The paranoid factor was manifested in 98%
of respondents with the p- pole, that is, these patients are characterised by expansive schizoid
accentuation, megalomania, alcoholism, drug addiction, illegal actions: fraud, hooliganism.
Similar signs are inherent in 100% of respondents who have a depressive state with the d+ pole,
and 96% with a manic state at the m- pole. It is worth noting that it was difficult for respondents
from the first group to form groups of photos according to any mood, on average they managed
to form 3 groups each, difficulties were caused by the instruction “choose a photo of a person
that you like/dislike”. While the subjects from group 2 wete able to complete the task — forming
5-6 groups on average, they still have behavioural deviations.

According to Table 3, according to the factor of sexual undifferentiation — 56% of
respondents have sexual behaviour disorders, 12% have the sadism-masochism factor
manifested with s- pole with a tendency to harm their own lives. Epileptoid tendencies were
manifested in 97% of the second group with the e+ pole, such patients are characterised by
psychosomatic diseases, have a pathological tendency to follow the rules and control others in
this. 98% have hysterical tendencies with the hy + pole, 100% — catatonic manifestations with
the c+ pole: anxiety-suspicious, obsessive states, depressive-hypochondriac disorders, complete
passivity, and isolation. 47% have paranoid tendencies in personality disorder (p- pole). A
depressive state with d- pole in 35% is characteristic of respondents from the second group.
10% are dominated by a manic state with the m+ pole, which is dominated by hysterical and
psychosomatic disorders, fixed fears, and hypomania.

That is, the subjects from group 1 do not distinguish between subtle tones of emotional
experiences. They understand that emotions exist, but their differentiation and definition do not
reach the necessary level of awareness, and for some patients, it is impossible. Consequently,
such people do not respond adequately to the behaviour of the environment due to ongoing
violations of social adaptation. The assumption is that environmental factors, including sexual
ot physical violence in childhood, stress, and an unfavourable psychological atmosphere in the
family where the child grew up, are the main cause of antisocial personality disorder (Table 4).

In any area of psychology, there are experiments in which it is proved that the cause of
personality disorders was traumatisation in childhood. Similarly, the study of the experience of
close relationships in people aged 18-21 years, the results of which are presented in Table 4,
proves that the type of attachment in which children were at an early age formed an unhealthy
model of building relationships in them. Among all the subjects, the highest percentage based
on “avoidance of intimacy” in group 1 (60%) are those people who are afraid of intimacy, have
a pathological distrust of the world, have learned to emotionally distance themselves from
relationships, have a negative attitude to any manifestations of interest in their personality in
advance, and refuse sexual relations forever. Fear of abandonment also prevails among the
participants of the first group (97%). Patients with this type of attachment do not accept their
personality, appearance, and have dysmorphophobia. Because of this, they do not consider
themselves worthy to have a relationship, but it is excruciatingly painful for them to admit their

inferiority, so they blame other people for their inability to build relationships with them. The
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“desire for closeness” characteristic also prevails among respondents from group 1 (98%). The
distortion of this type of attachment lies in the fact that from the outside such people
demonstrate a desire to be in the company of people, creating warm, emotionally substantial
relationships, but their behaviour creates situations that make it impossible to get closer at the
level of communication, love, friendship. From the outside, the relationships of such people

seem perfect, but in fact, it is the most pathological type of co-dependent relationship.

Discussion

Summarising the results of the study, the following criteria that can be used to determine
the personal characteristics of sociopaths in relationships can be distinguished (Table 5).

The sociopath has a history of sadistic-masochistic, paranoid, manic, and depressive states.
All the signs listed in Table 5 form aggressive and egoistical styles of interpersonal relationships.
The reasons why a person can develop sociopathy are inconsistencies between the intellectual
and emotional fields of the child due to careless upbringing on the part of parents and the lack
of close object relationships. The result of such parenting can be three types of relationship
strategies: avoiding intimacy, fear of abandonment, and the desire for closeness. None of these
strategies involves a close emotional connection to the environment. On the contrary, due to
constant stress in childhood, some brain structures remain underdeveloped, such as the limbic
system. Therefore, it is very difficult for a sociopath to manage their emotions and understand
the emotions of other people. This is also the reason for non-compliance with the rules in
society. Cognitive processes remain influenced by affective responses that the cerebral cortex is
not able to grasp. Language is used as a tool for manipulating and controlling people.

M. De Lisi et al. insist that there should be a balance between the physical and emotional
development of a child, that is, from birth, a child should feel safe and emotionally comfortable
(De Lisi et al., 2019). Developing in a state of constant anxiety, in unstable, constantly traumatic
circumstances, the child is not able to form a sense of deep attachment. In such conditions, they
can only form an idea of themselves — “I am bad” and a desire to take revenge on the whole
world. According to the results of the researchers, 70-80% of the subjects who have antisocial
personality disorder experienced physical or sexual violence in the families in which they were
raised. The presence of a weak, depressed, indifferent mother with masochistic tendencies
causes the child to become frustrated with primary needs. The baby will try their best to get the
attention of the parents, however, T. Crow and K. Levy note that the father in such a family
either cannot protect the child from the traumatic actions of the mother or has an explosive,
inconsistent character and a tendency to sadism (Crow & Levy, 2019). The authors state in their
study that such a child in adulthood tries to find a safe place for themselves by entering only
those relationships in which other people can be manipulated and controlled. That is, their
behaviour model lacks the ability to create close, harmonious relationships.

In addition, the presence of a dismissive mother leads to a lack of understanding of the
process of managing their own emotions by a child. E. Rufenacht et al. prove the need for the
process of containerising the emotions of a child (anxiety, fear, resentment, joy) and returning
them in a socially accepted form (Rufenacht et al., 2027). 1f this process occurs in harmony, the
child learns to manage their emotions through the cognitive field. Otherwise, when the mother

left the child alone with their experiences, the latter learned to separate from them. The problem
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occurs when a sociopath finds themselves in a situation that triggers an instant response from
the emotional area, which researchers call the affective state. In those moments when an event
leads to an emotional reaction, there are no regulatory processes in the critical thinking of a
patient with antisocial behaviour, due to which they could control the situation. In such
situations, sociopaths sometimes blame the victim for the committed crime. M.Z. Sagha et al.
call this projective identification, a defence mechanism of sociopaths against guilt (Sagha et al.,
2019).

The ability to contain emotions additionally affects the ability to form symbols. One of the
symbolic acts by which parents contain the emotions of their child is speech. Through speech,
parents form images of feelings that the child experiences. The verbalisation of emotions leads
to the development of an image in the child with which the emotion will be associated in the
future. However, as the results of a study using the method “The past. The present. The future”
show, sociopaths lack the ability to form images. Instead of verbalising their experiences, they
respond with immediate action. Thus, the randomness of relationships with important adults is
a psychotraumatic factor that leads to getting stuck in the phase of attachment development.
Getting people to pay attention to them and earn the love and affection of others are the reasons
why sociopaths are on the verge. However, all attempts to get the favour of other people lead
to the fact that sociopaths betray them. K. Steele et al., investigating the problem of building
long-term mutual relations of sociopaths, concluded about the pathology of object constancy
development (Szeele et al., 2019). The tendency to use other people as a tool to achieve their own
desires and goals is one of the criteria for the personality of a sociopathic patient. The constancy
of an object, according to researchers, is formed in a child when an adult constantly maintains
contact with them at the time of meeting needs. The mother, satisfying the child’s need for love
and security, forms the child’s support, trust in the world. In moments of anger and frustration,
this support provides a solid foundation for building object relationships in adult life.

J. Florange and S. Herpertz give another example of the parent—child relationships that can
lead to a personal mental disorder of an antisocial nature (Florange & Herpertz, 2019). Parents
who form the understanding “I am the best in the whole world”, distort the sense of reality of
the child. Such children in adulthood have to face the reality that meeting their needs is not the
primary task of the environment. However, some people disagree with this state of affairs and
resort to manipulation, lies, and antisocial behaviour to attract attention. That is, excessive
guardianship can also lead to the development of signs of sociopathy in the child, which will be
fixed in them in adulthood. Before the age of 18, that is, until the personality is formed, it is
difficult to determine the signs of sociopathy in children. However, some features of behaviour
that are considered deviations should become the object of observation. Among such features,
the nature of the child’s relationship with the world around them is distinguished: rudeness,
aggressiveness, and hostility are a reason for parents and social services to be wary. Especially
if this aggressiveness is shown to animals. Perhaps this behaviour is a sign of an age-related
crisis, but it should be understood that a systematic violation of generally accepted norms can
lead to an exacerbation of sociopathic disorder.

Evenin the last century, sociopathy was considered an incurable mental illness. Fortunately,
modern methods of psychotherapy can improve the social behaviour of the patient, even if

basic characteristics such as empathy are absent. On average, according to statistics, 10% of
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patients are able to overcome their illness if the lifestyle of the patient is not burdened with
alcoholism, drug or gambling addictions, and sexual behaviour disorders. In short-term therapy,
there are adaptive approaches that effectively help to master crisis states and solve problems. In
the course of long-term therapy, there are chances to change stable coping strategies only if the
patient is fully prepared, there is a certain stability in life, and the therapist is highly qualified.
Drug treatment helps to cope with aggression, depression, and helps the patient to control
behaviour due to the stabilisation of serotonin in the brain. The studies by P. Tyer et al. show
the EEG results, according to which the brain of sociopaths responds with slow excitation of
the autonomic nervous system to the warning and expectation of stress (Tyer e al., 2019). Thus,
the researchers note that it can be difficult for sociopaths to recognise situations that threaten
emotional stability. Thus, antisocial behaviour can attract sociopaths precisely because of the

physiological arousal that leads to risk and a thirst for adventure.

Conclusions

A person is a subject of socio-cultural life that develops in the context of social relations.
The nature of the relationships that a person enters into can be diverse: economic, social,
working, family. The presence of relationships is determined by the individual decision of a
person to exchange their emotions, views, attitudes, habits with other people who are subject
to certain norms and rules of society. However, this is one of the main features of a sociopath
— destructive behaviour in relation to generally accepted social norms, traditions that have
historically developed and are justified by the practice of everyday life.

The second feature that manifests itself in sociopaths in relationships is the lack of empathy.
Personal relationships involve a deep level of trust that is achieved through the ability to express
feelings in communication. However, as proved in the study of this paper, 100% of respondents
do not have the ability to identify feelings using language. Healthy people use language as their
primary means of turning images into words. For sociopaths, it serves as a means of
manipulating and controlling others. This fact is confirmed by the results of the study of
interpersonal relationships in this paper — 100% of respondents from group 1 have aggressive
and egoistical interpersonal relationships. The last feature that was used to determine the main
features of sociopaths in relationships in this study is the type of attachment. The analysis of
scientific psychological literature has shown that the style of family education has a direct impact
on the development of sociopathic traits in a person. As proof, 60% of respondents have a
tendency to avoid intimacy, 97% — fear of abandonment, 98% — desire for closeness. That is,
the vast majority of participants in the experiment did not have a harmonious close relationship
with their parents.

Given the antisocial nature of the life path of a sociopath, it is necessary to keep people
with deviant behaviour under constant control among psychologists, criminologists, and
psychiatrists starting from childhood. Therefore, the prospect of further research should be the
creation of a social, psychological, and legal regulatory framework for investigating, helping, and
protecting patients with sociopathy.
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Figure 1. Results of a multifactorial psychodiagnostic examination of the individual
according to the method of R. Cattell (Khomenko, 2027)

Table 1. Results of diagnostics using the method of interpersonal relations by T. Leary (modification of
L.N. Sobchyk)

Type of interpersonal relationships Group 1 Group 2

Authornitarian 3% 98%

egoistical 100% 95%

Aggressive 100% 98%

Suspicious 56% 96%
Subordinate 3% 67%
Dependent 3% 71%

Priendly 98% 22%

Altruistic 97% 12%

Source: (Ivanchenko, 2027)




Table 2. Results of psychological diagnostics using the “The past. The present. The future”

Ceitesia The Past The Present The future
Group 1 Group 2 Group 1 Group 2 Group 1 Group 2

Personal content - 78% - 8§2% - 65%

Value 6% 89% 6% T1% - 90%

Subject content 97% 98% 97% 88% 100% 95%

Table 3. Results of diagnostics using the method of portrait choices by L. Szondi
Factor Group 1 Group 2

u — sexual undifferentiation - 56%
s — sadism-masochism 98% 12%
e — epileptoid tendencies - 97%
hy — hysterical tendencies - 98%
¢ — catatonic manifestations - 100%
P — paranoiality 98% 47%
d — depressive state 100% 35%
m — manic state 96% 10%

Source: (Nikolaevska, 2020)

Table 4. Results of psychodiagnostic examination using the “Experiences in Close Relationships’

method

>

Avoiding ntimacy

Fear of abandonment

Striving for closeness

Group 1

60%

97%

98%

Group 2

54%

78%

45%

Table 5. The main criteria for the manifestation of personal characteristics of a sociopath in relationships

Criteria Features of the manifestation
. Concreteness, rigidity, reduced efficiency of thinking, difficulties i solving
Intelligence ; . . :
abstract problems, msufficient level of general verbal culture.
Anxiety High level. Suspicion, tension.

Normativity of behaviour

Impermanence. Do not make efforts to fulfil group requirements, as they indulge
their own desires and random circumstances.

Emotional affectivity in communicating with people, passion for the importance

Expressiveness .
f of social contacts.
Sensitivity Vulnerability, a penchant for artistry and an artistic vision of the world.
Imagination Lack of ability to form images.

Type of interpersonal relationships

Aggressive, egoistical.

Attachment type

Avoiding intimacy, fear of abandonment, desire for closeness.
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The main aspects of forming the social work digitalisation strategy

Abstract: Today’s need to improve the process of providing social services to needy segments of the
population finding themselves in difficult life circumstances has intensified interest in forming a strategy
for digitalising social work. The study object is strategies for digitalising social work. The subject of this
study is the factors and conditions that influence the formation of strategies for digitalising social work.
The purpose is to study the factors and conditions to choose digital technologies by social work
specialists, in particular those that ensure the provision of social services. During the study, the author
used methods of analysis, synthesis, generalisation, and comparison. The website content of the Ministry
of Digital Transformation of Ukraine was analysed; Decree of the Cabinet of Ministers of Ukraine “On
approval of the Strategy of Digital Transformation of the Social Sphere” and Resolution of the Cabinet
of Ministers of Ukraine “On Approval of the Regulation on the Unified Information System in the Social
Sphere”. The scientific works of A. Hrytsenko, T. Burlai, H. Davydenko, T. Yehorova-Lutsenko, V.
Malinovskyi, L. Khromushyna, in which modern approaches to various social work digitalisation
strategies in Ukraine are studied; V. Togobytska and M. Khaustova, examining benefits, risks and
problems for the social sphere during digital transformation; V. Prysiazhnyuk, investigating the digital
transformation of the social sphere in the conditions of war. The author concludes that this process
should be general, in which the key role is played by the state, involving various stakeholders, including
Social Work specialists, clients and heads of Social Services, Information Technology Developers,
academic institutions and non-profit organisations engaged in social work and perform socially useful
functions. It confirms the need for further scientific research in social work digitalisation, contributing
to improving the practice of Social Work and requires state support.

Keywords: social work, digitalisation strategy of social work, digital technologies in the process of social
support, difficult life circumstances, approach to strategy evaluation.
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OcHoBHi acriekTn popMyBaHHA cTparerii nudposisarii comiaabHOi poboTH

Apmnomayin: CooropeHH1 TOTPEOH B YAOCKOHAACHHI IIPOLIECY HAAAHHSA COLIAABHHX IIOCAYT IOTPEOYIOUNM
BEPCTBAM HACCACHHS, fIKI OIIMHUAUCA B CKAGAHHX JKUTTEBHX ODCTABHMHAX, AKTHBI3YBAAH IHTEPEC AO
dopmyBanna crparerii mmdposisamii cormiaapHOl poborH. OO’€KT AOCAIAKEHHA €  crpareri
nudposizarii comiaabHol podorn. [IpeaMeTroM IBOIO AOCAIAKEHHA € YHHHHKA Ta YMOBH, K
BIIAMBArOTh Ha (DOpMyBaHH:A crpareriid rudposisanil comiaabHOl poboTH. METOFO CTATTI € BUBYECHHSA
YHMHHHUKIB T2 YMOB BHOOPY (DaxiBIIAME COIHAaABHOI POOOTH IH(POBUX TEXHOAOTIH, 30KpeMa THX, fKi
3a0€311€9yIOTh HAAAHHA COLUAABHUX HOCAYT. IliA 9ac AOCAIAKEHHS BHKOPHCTAHO METOAH aHAAI3Y,
CHHTE3y, y3araAbHEHHA Ta IOpiBHAHHA. [IpoanasisoBano 3mict caiity Mimicrepcra mudpoBoi
Tpancdopmarii Ykpainn Ta MiHicTepcTBa COIiaABHOI ITOAITHKE Y Kpainwr; odinitinuii cair [ lenciinoro
douay Vipainu; Posnopasxenns Kabinery Minicrpis Vxpainu «Ipo cxBasenns Crparerii nudposoi
Tpanccdopmarii coriaapuol cdepm» Ta Ilocranosy Kabinery Minicrpis Vkpainu «[Ipo sarBeparkeHHsn
[Toaoxernnus mpo €anny iHdOpMAIiiHY cHCTEMy B COIUaAbHIH cdepiy; BEaexrponnmit keric-
mereaxmerT T2 €CICCC. Omparposaro Haykosi podoru A. I'punenxo, T. bypaait, I'. Aasuaerxo, T.
€roposoi-Aynenko, A. XpOMYIIHHOI, B AKHX AOCAIAKYIOTBCA Cy9acHI IIAXOAU AO PISHHX CTpaTerii
nudposizarii coriarpHoi poboru B Vipaini; B. Toroouipkoi ta M. XaycroBoi, A€ pO3rAAAAFOTHCA
BHTOAH, PU3HKH Ta IIPOOAEMHI AASl COIIAABHOT chepu miA dac 1udpoBoi Tparcdopmariil. ABTOp poOHTH

BHUCHOBOK, IITIO I.[Cﬁ IIpo1ec Ma€ HOCUTH CIIABHUIA XapaKTep, B AKOMY I'OAOBHY pO/\b BiAil“pa€ Aep}KaBa,
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3AAYYAIOYH AO HBOTO PI3HI 3aI[IKaBACHI CTOPOHH, BKAFOYAIOYHN (DAXiBINB 3 COIIAABHOI pOOOTH, KAIEHTIB
Ta KePIBHHUKIB COINAABHIX CAYKO, PO3pOOHUKIB iHHOPMAIIHHIX TEXHOAOTIH, aKAACMIYHI YCTAHOBH Ta
HEKOMEPIIHHI OpraHisarti, ki 3aiiMarOTbCA COLIAABHOIO POOOTOIO 1 BUKOHYFOTH CYCIIABHO KOPHCHI
dyuxkuii. Lle 3acBiadye HEOOXIAHICTD ITOAAABIIHNX HAYKOBHUX AOCAIAKeHBb y cdepl mudposizaril
comiaAbHOI pOGOTH, IO CIIPUAE BAOCKOHAACHHIO IIPAKTUKH COLIAABHOI pOoOOTH Ta HOTPEDYE AepKaBHOL
IMATPHMKI.

Karouosi caosa: comianpna pobora, crpareria nudposizatii comiaabHol poboTH, HUdPOBI TEXHOAOTI B
IIPOIIECi HAAAHHSA COMIAABHUX ITOCAYT, CKAQAHI *KUTTEBI OOCTABIHH, ITIAXIA AO OIIHIOBAHHSA CTPATETIi.

P

Introduction

Modern challenges and needs facing social work specialists require optimisation of the
process of providing social services. Helping vulnerable groups, including people with
disabilities, migrants, the homeless, the elderly, and those who have lost their jobs, requires
reducing bureaucracy, responding quickly to public needs, and improving the availability of
services. Therefore, the digitalisation of social work is relevant, which contributes to increasing
public confidence, improves professional standards and practices of social work, and promotes
the development of innovative approaches in social work, thereby ensuring more efficient use
of limited financial and human resources. In the general global movement context towards the
digitalisation of various life spheres, developing digital technologies in social work becomes
necessary to respond to modern challenges and needs.

The study object is Strategies for Digitalization of Social Work.

The study subject is the factors and conditions influencing the formation of Strategies for
Digitalization of Social Work.

The purpose is to study the factors and conditions of choice of digital technologies by social
work specialists, in particular, those that ensure the provision of social services to the needy
segments of the population who find themselves in difficult life circumstances.

Based on the set purpose, the following tasks were solved:

— investigate the main approaches to evaluating the Strategy of Digitalisation of Social Work
in Ukraine;

— analyse various digital technologies content in the activities of social services and
organisations;

— justify the impact of social services on the choice of digital technologies by specialists in
social work;

—  consider digital technologies in social work in the conditions of war in Ukraine.

In the study course, the author used the methods of analysis, synthesis, generalisation and
comparison.

The content of the official website of the Ministry of Digital Transformation of Ukraine
(Ministry of Digital Transformation..., 2023), the official website of the Ministry of Social Policy of
Ukraine (Ministry of Social Policy..., 2023), the official website of the Pension Fund of Ukraine
(The Pension Fund. .., 2023), the Order of the Cabinet of Ministers of Ukraine (On the Approval of
the Strategy.. ., 2020), the resolution of the Cabinet of Ministers of Ukraine on approval of the
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regulation on the unified information system in the social sphere (On the Approval of the
Regulation. .., 2023), Electronic case management and USIS (Electronic Case Management. .., 2023).
Scientific works of such researchers as A. Hrytsenko and T. Butlai (Hrytsenko & Burlai, 2020),
G. Davydenko (Davydenko, 2023), T. Yehorova-Lutsenko (Yehorova-Lutsenko, 2020), which
examines modern approaches to various strategies for digitalization of social work in Ukraine.
V. Togobytska (Togobytska, 2017) and M. Khaustova (Khaustova, 2023) examine the benefits, risks
and challenges for the social sphere during digital transformation. L. Khromushyna
(Khromushyna, 2023) focused on the strategic aspects of transforming management activities in
the digital economy and society of Ukraine. The author addresses the study results to managers
who manage social processes and social work specialists who provide social services and
assistance to needy segments of the population who find themselves in difficult life

citcumstances.

The results of the study

1. Main approaches to evaluating the strategy of digitalisation of social work in
Ukraine

The current socio-political and military situation in Ukraine puts forward new requirements
for providing social services to the population in difficult life circumstances (hereinafter — DLC).
The ability of social specialists to ensure the resilience of Ukrainian citizens and their adaptation
to the crisis conditions of today depends on the effectiveness of this process. Transformational
processes related to legal, medical, educational, economic, psychological and rehabilitation
problems require, first of all, the empowerment of the population in the context of self-
provision of basic life needs.

The general trend in forming effective social work digitalisation is to focus on developing
and implementing a strategy to improve the process of providing social services to the
population finding themselves in DLC. For successful and effective actions in this direction, it
is necessary to identify and develop a general long-term conceptual scenario, i.e., a holistically
comprehensive action plan defining the course of forming social work digitalisation, which is
its strategy (Yehorova-Lutsenko, 2020).

The role of strategy in shaping population resilience is so significant that it is worth
approaching as a broadly specialised concept. After all, the growing number of people in need
of social services due to ageing, the spread of chronic diseases, unemployment, and poverty
requires more effective and affordable methods of providing social services.

The social work digitalising strategy is aimed at automating tasks, including the introduction
of documentation, scheduling meetings, processing requests, consulting, and the like. It plays a
significant role in risk assessment, forecasting customer needs and personalising services, using
mobile applications to track customer progress, reminding about medication and
communicating with electronic services. The advantage of digital technologies in the practice of
social work is to ensure the availability of 24/7 services to internally displaced persons, people
with disabilities and people who live in remote areas or in the occupied territories of the country.

There are five approaches to assessing the strategy for forming social work digitalisation in
the context of providing social services to needy segments of the population finding themselves

in a soclety.




The analytical and resource approach is aimed at identifying the needs and problems faced by
these population segments, and studying how digital technologies can help solve these
problems. To assess a digitalisation strategy formation in social work, a customer record-keeping
system is needed, which should store information about their needs and the services provided
to them. An online survey based on which the relevant indicators can be calculated. The
advantage of using the analytical resource approach is the availability of information, as a rule,
the ability to analyse social networks and mobile applications, determine geospatial data to
determine needs and resources in certain geographical regions, collect data from websites (web
scraping) (Yehorova-Lutsenko, 2020).

A target-based or problem-based approach aims to identify clear and measurable goals of
digitalising strategy that must be aligned with the overall goals of Social Work and customer
needs. The digitalisation strategy level in the context of providing social services is evaluated
based on their effectiveness and effectiveness, namely, improving access, reducing costs and
increasing customer satisfaction. For efficient strategy study and evaluation, only one
generalising indicator (e.g., the provision of Social Services) is not enough since the strategy
concerns various types of social services, including home care, social adaptation, social
integration and reintegration, emergency (crisis) intervention, counselling, representation of
interests, etc. In addition, you can highly evaluate the developed strategy, but its implementation
will not give the expected results. Therefore, it is advisable to evaluate the strategy based on the
principles of success and effectiveness of its implementation. A comprehensive assessment of
forming a strategy to digitalise social work (hereinafter — the strategy) in the context of providing
social services is performed on the basis of an assessment of improving the quality of life of
representatives of Target groups, saving time and resources, increasing the level of
independence, developing skills to overcome difficulties, and raising awareness of their own
rights (Togobytskaya, 2017).

Quality of life assessment consists of studying indicators related to health (chronic diseases,
physical activity, mental disorders, stress and anxiety), social relationships (love and respect in
family relationships, mutual understanding and absence of conflicts with friends and society),
economic situation (income level, access to housing, food, education and health care).

To save time and resources, it is advisable to analyse the time spent by customers waiting
in queues, travelling to and from social service offices, filling out forms and collecting
information. Social work specialists process paperwork, make phone calls and correspondence,
and meet clients. Identify the coefficient of expenses for transportation of representatives of
Target groups and specialists, office supplies, and remuneration of Social Service Employees.

Assessing the clients’ independence level, provided with social services, involves studying
the ability to make decisions about their lives, take responsibility for these decisions, defend
their rights and interests, and take part in social life (study, work, engage in volunteering and
charity).

Coping skills formation involves studying resilience level, self-control and self-support: the
ability to recover from crises and failures, manage your emotions, stay calm in difficult
situations, concentrate on tasks, motivate yourself, believe in yourself and care for yourself.

Perhaps the most important thing is to study the clients’ awareness level, provided with

social services, in their rights. It involves analysing their knowledge not only about their rights
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but also about how they are worth protecting knowledge presence about basic human rights;
what rights are guaranteed by law; how to find information about their rights; what to do and
where to apply in case of violation of rights; the ability to protect their rights independently or
with the help of others (Davidenko, 2023).

The structural and functional approach aims to develop an action plan describing how the
strategy’s goals will be achieved. In addition, the action plan should include the time frame,
budget, and responsibility of individuals. The advantages of this approach are to optimise the
use of resources, ensure consistency of actions of different stakeholders, and avoid duplication
and fragmentation of efforts. This approach allows us to explore how adaptation takes place to
changes in technology and people’s needs, which makes the digitalisation process more
transparent. The structural and functional approach application allows us to consider social
work as a system consisting of interrelated elements (services, processes, people, infrastructure).
It is significant to note that the success of its implementation depends on several factors:
political will, availability of resources and competence of participants (Hrytsenko & Burlai, 2020).

The practice-oriented approach involves the involvement of all stakeholders in the strategy
development and implementation, including the needy segments of the population, social work
professionals, government agencies, non-governmental organizations and the private sector.
The benefits of this approach are to provide a better understanding of customer needs and
concerns, as well as the resources and capabilities of various stakeholders. It is more likely that
all stakeholders will use the strategy, and they will be more sustainable and flexible, which allow
it to adapt to changing needs in the context of providing social services to the target audience.
The advantage of using this approach is the creation of a coordination council to ensure the
participation of all interested parties in communication, consultations to collect opinions and
suggestions, the creation of joint working groups to develop and implement specific aspects of
the strategy, and the use of online tools to facilitate communication and cooperation. At the
same time, it is worth noting that the involvement of all stakeholders can be a difficult task,
which requires identifying all relevant partners, taking into account their needs and interests,
and effectively leading a process that should be fair (Minzstry of Digital Transformation. .., 2023).

The evalunation and monitoring approach, which aims to develop an evaluation and monitoring
system to track progress and make necessary changes to the strategy, includes interviewing
stakeholders using digital social services to get an opinion on their quality and availability,
analysing the results obtained to track progress in social work, conducting focus groups and
interviews to get feedback and suggestions on improving social services and digitalising social
work. The advantage of this approach is that it allows you to compare the results of digital social
services with the results of traditional social services and track the progress of customers using
digital social services to improve communication and attract more people in need to use them
(On the Approval of the Strategy..., 2020).

Thus, the formation of a strategy for digitalization of social work in the context of providing
social services to the needy segments of the population who find themselves in the DLC with
great uncertainty leads to the non-use of opportunities, the risk of lagging behind other countries
and organizations that are already actively implementing digital technologies in social work. The
absence of such a strategy can lead to chaotic and inefficient practices of social work,

underestimation of risks, difficulty in cooperation and exchange of information between various
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social services and organizations, problems with accountability and evaluation, and generally
neglect of people’s needs.

It should consider the conditions for choosing strategies that provide for a set of actions
that do not go beyond the legal framework and the implementation of which contributes to the

formation of digitalization of social work in the context of providing social services.

2. Digital technologies in the activities of social services

The new philosophy of Ukraine’s social policy is designed to help everyone overcome the
crisis and difficult life circumstances and form the ability to move forward. For this purpose,
the unified social information system (hereinafter — USIS) has been introduced into the practice
of social work on the Diya portal, through which most traditional social services are transferred
online. It simplifies the work of social services and increases the speed of providing such
services for personal requests from citizens (On the Approval of the Strategy. .., 2020).

USIS allows Ukrainians to use social services from the comfort of their homes:
e application for a subsidy;
e compensation for employment for internally displaced persons;
e advice on the adoption of a child;
e obtaining and canceling the status of unemployed;
e  custody, custody of a child;

e  verification of medical reports, etc.

It saves time and effort by making services more accessible to people with reduced mobility
or those who live in remote localities. The advantage of USIS is that it has a voice-over function
for the visually impaired, reduces administrative costs, and uses advanced data protection
technologies to ensure the security of user information. Constant updating and adding new
features and services make it a convenient tool for the population that found itself in the DLC
and also a powerful system for developing e-democracy in Ukraine.

To simplify work and improve services for personal appeals of persons with disabilities,
specialists use digitalised cooperation forms with public associations, enterprises and
organisations, including the “Electronic Cabinet of Persons with Disabilities” and the “eHelp”
platform (Mznistry of Social Policy..., 2023).

The digital technology “electronic cabinet of a person with a disability

2>

is aimed at
centralised accumulation, storage and automated information processing. It provides
convenience and prompt provision of a package of documents to add auxiliary rehabilitation
tools. Confirmation that this digital form is more and more effective is provided by the data of
territorial branches of the Social Protection Fund in several regions of Ukraine, which indicate
that at the beginning of 2024, 4,583 people with disabilities used this service.

The Ministry of Social Policy of Ukraine with the support of the Ministry of Digital
Transformation of Ukraine and the United Nations Development Programme in Ukraine with
financial support from Sweden created the eHelp platform. It helps to meet the urgent needs
of citizens affected by Russian aggression, in particular, on the platform, you can learn how to
get money from the state, leave a request for assistance or offer to support others by providing

food, clothing, medicines, etc. The advantage of the eHelp platform is that it is available online
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around the clock from any device connected to Internet resources, designed to meet the needs
of people with various types of disabilities, and has subtitles and accessible sign language. A
person with a disability can use the step-by-step instructions to submit a request for assistance
here, track the status of their applications, receive consultations, and communicate with social
work specialists online.

Significantly, people with disabilities have the opportunity to receive services using the
eHelp platform and also any vulnerable segments of the population with social statuses - a
pensioner, a single father or mother, a large family, and a recipient of assistance to low-income
families. The transparency and accountability of the assistance process that the platform
provides allows users to see the services available to them, the steps needed to be taken to
receive them, and how the information they provide will be used. By using this digital service
form in social work, specialists reduce the time required to process applications and improve
results for people who need help. This is especially true for internally displaced persons, who
can receive assistance from the state and charitable foundations, volunteers and international
humanitarian organisations.

The project “Pension Fund of Ukraine in a Smartphone” (T'he Pension Fund. .., 2023) provides for
the functioning of several online services, including “Pension Calculator” and “SMS-free
information”. Their implementation allows the user to apply for the appointment of a pension
in “one touch” and get certificates on the amount of pension, on the payment of wages. The
advantage of the services is that they provide an opportunity to create an electronic employment
record and check data on a person’s work activity, calculate a future Old-Age Pension; get
information related to the appointment or recalculation of a pension, the person’s insurance
experience, and the employer’s payment of insurance premiums. However, to register for these
services, a person must have an electronic signature key or be registered on the foundation’s
web portal using a username and password. Therefore, the use of these services causes several
problems among the population (especially the elderly), associated with the need to use specific
technical means and the lack of desire, need and skills on the part of users to work with them
and inability to generate an electronic signature and apply this key. This requires social work
specialists to develop a system of knowledge and skills for using services to optimise the process
of providing social services (Yeborova-Lutsenko, 2020).

It is significant to note that digital technologies in Social Work allow people who are in
DLC to participate in online forums (Facebook, Telegram and other social networks), support
groups and chatbots to communicate with those who have experienced similar experiences and
understand their problems. Digital technologies influence the processes of human decision-
making regarding the receipt of social services. The online surveys and focus groups use allows
social work professionals to receive digital feedback from the population about what services
they need and how they can be improved (Kbaustova, 2023).

Thus, digital technologies are changing the traditional practice of social work even though
they, together with technological problems, give rise to several ethical issues regarding the
relationship between specialists and clients, providing confidential information, adding them to
traditional methods of work, form fundamentally new social services to create conditions for
the population to leave DLC. In turn, it sets new challenges for higher education institutions in

the context of training future specialists in social work.
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3. Digital technologies in social work in the context of the war in Ukraine

The need for digitalising services in social work has become more relevant in modern
conditions of military conflict because millions of people have found themselves in the category
of Internally Displaced Persons (hereinafter — IDPs) who need social support and assistance
from the state. It is achieved thanks to the introduction of the first stage of the unified
information system of the social sphere (O the Approval of the Regulation. .., 2023).

To date, the project “automation of IDP payments in USIS” has been implemented in this
system, which won the European Social Service Award in the Digital Transformation category.
The IDP living allowance implementation (under this project) begins with submitting an
application through the “Diya” application for timely receipt of payments to victims of military
aggression. It is advisable to focus on the fact that since 2023, the portal “Diya” has
implemented the possibility of registration of four types of social assistance, namely: for
adoption, for children with serious illnesses, persons with disabilities from childhood and for
children to single mothers. Their advantages are speed, transparency, reduced bureaucracy and
stress, accessibility, and targeted use of funds (Ministry of Digital Transformation. .., 2023).

Yes, you can apply for adoption online at any time and from any place, saving you time and
effort. Parents of children with serious illnesses do not need to spend energy visiting the
authorities, which significantly reduces stress levels. After all, thanks to the online system, aid
funds are guaranteed to be transferred to the account of specific children. In addition, single
mothers have the option to receive information support regarding current assistance programs
and other useful resources.

It is significant to note that during the military conflict, the monetisation project
“eRehabilitation” was introduced for children who need special attention and support with
health and recreation services. It allows the state to subsidise the cost of services and set some
standards for their quality, rather than ensuring that children receive the necessary assistance in
appropriate conditions (“eRehabilitation” Programmee. .., 2023).

Since 2023, the social education platform has been launched on the Web page of the
Ministry of Social Policy, which was created with the support of the Government of Canada
project “Support for Government Reforms in Ukraine (SURGe)”, implemented by Alinea
International Ltd. The platform allows you to ensure the formation of professional
competencies not only among social service providers working in the social sphere but also
among representatives of local self-government bodies (Socia/ Education Platforn, 2022).

The latest is that the Ministry of Social Policy of Ukraine plans to introduce “electronic
case management — a systematic approach to case management, i.e., structured provision of
services and support to meet individual needs” (Khromushina, 2023). Its specific feature is that
all information about clients, their needs, plans and results is stored in a single electronic secure
format. The project includes the creation of electronic cabinets for clients, social service
providers and case managers. The main advantage of electronic case management is its
effectiveness and the ability to focus on providing direct support to clients since most
administrative and organisational tasks can be automated (Electronic case management. .., 2023).

Thus, in the context of military operations, social work focuses on the formation of digital

technologies, which allows specialists to modernise the process of providing social services,
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optimise its components and create conditions for preventing the occurrence of difficult life

citcumstances.

Discussion
Each of the above topics can be interpreted differently in the practice of social work, which
depends on:
(1) further development of the socio-economic and martial law of the country;
(2) the specifics of providing social services to segments of the population in need who find
themselves in difficult life circumstances;
(3) social work practices and their configuration directly in the social sphere.
The interdependence of these points requires additional analysis and modeling of their

practical implementation, taking into account a complex of various factors and conditions.

Conclusion

Targeted actions of the state towards improving the strategy of social work digitalisation
will gradually increase the ability to provide efficient social services to the population in need.
In turn, it will help save time optimise the use of resources by social work specialists, and ensure
consistency in the work of social services with various stakeholders. At the same time, it will
increase the likelihood of better understanding the needs and concerns of individuals caught up
in the DLC, using online tools to facilitate collaboration with them, assessing risks promptly
and sharing information with various social institutions, and preventing problems with
accountability and evaluating social work practices.

Under the conditions of digital technology introduction into social work practice, the
population will have access to the necessary social services, such as payment of assistance,
paperwork, counselling, etc. Their application will allow the implementation of targeted projects
aimed at solving specific needs of the population, conducting research to identify the levels of
their impact on the process of providing social services to the population included in the DLC.
Under such conditions, social work specialists will be interested in forming and developing
digital technologies that can improve the social work practice and make it transparent, accessible
and understandable.

In the conditions of war, digitalisation of services in social work through the introduction
of the first stage of the unified information system of the social sphere is developing, which
allows internally displaced persons in Ukraine, persons with disabilities from childhood, children
of single mothers, children with serious illnesses not only to survive and adapt to the crisis but
also to become stronger and show resilience.

Studies of the main aspects of the formation of a strategy for the digitalisation of social
work give grounds to argue that this process should be of a general nature, in which the core
role is played by the state, involving various stakeholders, including Social Work specialists,
clients and heads of Social Services, Information Technology Developers, academic institutions

and non-profit organisations, engaged in social work and perform socially useful functions. It




confirms the need for further scientific research in digitalising social work, which contributes to

improving the practice of Social Work and requires state support.

P
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